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Abstract

A critical part of new congestion control algorithm (CCA) pro-
posals is an evaluation that a new CCA will reasonably share with
already widely-deployed CCAs. However, the methodology for
this evaluation is both inconsistent and inefficient due to the com-
plexity of inter-CCA interactions under highly diverse network
settings. We address these challenges by developing new metrics
for evaluating fairness, developing an algorithm for determining
when experiments converge, and applying this methodology to au-
tomated evaluation tool Mahak. In addition, we present HarmGen,
a new tool that can efficiently explore a large search space using a
genetic algorithm, to find network settings and workloads where
there are poor interactions between heterogeneous CCAs. We show
that with an identical budget of 300 experiments, HarmGen outper-
forms hill climbing and random search, and finds high harm values
similar to a parameter sweep of 3500 experiments. With Mahak and
HarmGen, we identify trends in BBR’s evolution as well as issues
with new L4S deployments.
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1 Introduction

With the growing heterogeneity of congestion control algo-
rithms (CCAs) on the Internet [30, 32, 33, 51], it is crucial to ensure
that heterogeneous algorithms share network resources. To this
end, researchers have proposed different forms of fairness [9, 21,
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22, 28, 35, 54], recommended bounds for how much ‘harm’ CCAs
might be permitted to cause each other [25, 49], and measured how
unfairness between CCAs impacts application performance [39].

While inter-CCA fairness evaluation is critical, it is also difficult,
as we saw with the development and deployment of BBR by Google.
BBRv1 was first proposed and deployed in the Linux kernel in
2016, to fix issues with bufferbloat and loss-based CCAs. However,
researchers consistently found problems with how BBRv1 flows
interact both with other BBRv1 flows [50] and with loss-based
CCAs [18, 24, 42, 50] despite widespread deployment of BBRv1 at
major content providers [32, 33, 51]. These undesirable fairness
outcomes (as well as other issues with BBRv1 like excessive retrans-
missions) were significant enough for Google to develop BBRv2
and later BBRv3 to fix these issues. As of 2025, all Google sites now
use BBRv3 with plans to push it into the Linux kernel, replacing
BBRv1 [13]. Even so, recent work shows that BBRv3 is still unfair to
Cubic [56] (we will revisit these findings in §3). Better coexistence
with Cubic is currently a requirement for BBRv3 standardization at
the IETF [14]. The example of BBR highlights both the importance
of evaluating fairness for CCA developers and the difficulty of that
evaluation.

How can we improve inter-CCA fairness testing? Let us
first consider what that evaluation looks like today. A survey of
new CCA proposals reveals a common methodology: authors select
a set of network settings, run several competing flows concurrently
for a fixed duration, and analyze metrics to judge whether the
resulting allocation is sufficiently fair [5, 7, 17, 18, 36, 53]. These
studies make a variety of choices in each of these dimensions: differ-
ent network settings, different experiment durations, and different
fairness metrics [4, 19, 24, 29, 31, 39, 41, 42, 48, 56].

This variety is a consequence of the challenges researchers face
when trying to design a comprehensive and scientifically sound
evaluation. Inter-CCA interactions are often volatile, with large
oscillations and long convergence times. There is no precise defini-
tion of ‘steady-state’, which is reflected in the wide array of choices
in experiment duration. What is considered ‘fair’ also varies with
the workload and whether it consists of short or long flows. It is
also unclear which network settings are the ‘right’ ones to test.

Our contributions. To address these challenges, we define a
new framework for evaluating interactions of heterogeneous con-
gestion control algorithms that is consistent with what we want
to measure and will help algorithm designers and researchers find
the settings where an algorithm does and does not perform well. In
this methodology, we define a new metric, relative harm, for both
long-flow and short-flow workloads, extending prior work [49]. We
discuss the impact of experiment duration on results and develop a
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novel convergence algorithm to find the time when an experiment
reaches equilibrium. Rather than cherry-picking a few network set-
tings, we apply our methodology to automated tools for exploring
a large state space of possible network settings. We extend a power-
ful existing tool, Mahak [37], which uses active learning to predict
performance in a search space. In our evaluation of Mahak, we find
that it has low prediction error for experiments with long-running
flows, but it faces some challenges in exploring the search space
for more complex short-flow workloads.

In addition to applying our methodology to Mahak, we develop
a new tool, HarmGen, which uses a genetic algorithm to find worst-
case harm scenarios for both long and short-flow experiments. In
our evaluation of HarmGen, we find it outperforms random search
and hill climbing, while finding a diverse set of high-harm scenarios
in comparison to a parameter sweep over the whole space. Applying
our methodology to two different kinds of tools demonstrates its
broad applicability. Lastly, we use Mahak and HarmGen to show
the efficacy of our methodology by considering two cases. In the
first case study, we compare BBRv1’s interactions with Cubic to
BBRv3’s interactions with Cubic. While we find a large performance
improvement with BBRv3, we also find cases where there is no
improvement. In our second case study, we investigate TCP Prague,
a CCA designed for L4S, and how it interacts with Cubic.

Code. Implementations of Mahak and HarmGen can be found
here: https://github.com/cmu-snap/HarmGen .

The rest of this paper is organized as follows. First, we motivate
using relative harm rather than JFI as the metric for poor outcomes,
for both long-flow and short-flow workloads, in §3. Second, we
discuss how the duration of experiments can impact outcomes and
develop an algorithm to determine when CCA interactions have
“converged” in §4. We then apply our methodology to Mahak in
§5. We present HarmGen in §6, discussing the design and evalu-
ation. We show an example use case of Mahak and HarmGen in
§7 studying BBRv3 interactions with Cubic and L4S. Finally, we
discuss related work and alternatives to empirical evaluation in §8
and conclude in §9.

2 Challenges in Evaluating CCA Interactions

There are several challenges in evaluating inter-CCA interac-
tions. We outline these as challenges we need to address in this
work.

The metric matters: Definitions of “fairness” are consistently un-
der debate with arguments that achieving equal flow-rate fairness
for inter-CCA interactions is neither an achievable nor realistic
goal [9, 11, 49, 54]. Publications with experiments showing inter-
actions between recently proposed CCAs and Cubic, all report
slightly different metrics: These metrics include JFI [56], through-
put ratio [18, 24], throughput share of Cubic [42, 50], friendliness
ratio[5], ratio of throughput to ideal fair share [7], and novel met-
rics like fness in Kunze et al. [29] and FCT slowdown in Zapletal et
al. [54]. Ultimately, most (but not all) of these metrics are trying
to quantify the same thing: is there equal rate-fair sharing, and
how far away from that goal are the outcomes? Is the new CCA
too unfair to Cubic? Is this CCA safe to deploy alongside Cubic?
We take inspiration from Ware et al. [49] and Islam et al. [25], and
argue that harm is the right metric to quantify deployability. Harm
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as a metric has seen some recent adoption in studies of inter-CCA
interactions [19, 36, 41] for long-flow workloads. We further mo-
tivate using relative harm as our metric in §3 and define relative
harm for both long-flow and short-flow workloads.

How long we run experiments matters: CCA performance eval-
uations must happen over some workload. In this work, we design
experiments for both long-flow and short-flow workloads. While
most flows on the Internet are short (and fast) [8, 27, 54, 57], we
typically see past work focusing on “long-running flows” as an
approximation of “infinitely backlogged flows” running for some
duration. In recent CCA proposals and evaluations, the duration
of flows to measure inter-CCA interactions ranges from 10-60 sec-
onds [7, 41, 48] to 2-10 minutes [4, 5, 19, 24, 39, 42, 50, 53, 56];

As we will show in §3, inter-CCA interactions may take a long
time to “converge” with key metrics changing depending on the
period over which an observation is made. Indeed, we see two
concrete examples of researchers explicitly noting the importance of
what happens after convergence. Pappone at al. [36] argue their new
CCA proposal has ‘good enough’ fairness with Cubic by considering
convergence: “Over time, Mutant converges to the fair share of the
link capacity". Abbasloo et al. [4] run experiments for 120s as they
notice experiments taking a long time to reach ‘steady state’ and
wanted to “make sure the results can present meaningful TCP-
friendliness scores".

In this work, we show how definitions of convergence for intra-
CCA interactions that focus on converging to a fixed value, like
equal fair share, do not apply to inter-CCA interactions. Further,
we develop an algorithm to determine if flows have converged in
an automated way. We run experiments for 3 minutes and use our
convergence algorithm to find the point when we are reasonably
certain the throughput has stabilized, and compute harm after this
point. We describe this algorithm and rationale in §4.

In addition to considering these long-flow workloads, we make a
first step towards determining a relative harm metric that works for
workloads with short flows. We distinguish the two by convergence:
long flows run long enough to reach a measurable steady state,
while short flows complete before converging. Defining a short-
flow duration in terms of CCA behavior is impractical, so we set the
duration of short flows to fixed values well below convergence.

What network settings we test matters: For CCA developers
that do attempt this evaluation, they test in just a few “common”
case scenarios. However, the outcomes are highly dependent on
the scenario. Further, there are many possible “realistic” scenarios
given the diversity in network quality around the world. For ex-
ample, the range of access link bandwidth varies by three orders
of magnitude across regions of the world [16, 47]; depending on
access medium there might be high or low background loss; ISPs
may have different settings for buffer capacity, drop policies, or rate
shaping - and each of these parameters can impact performance
outcomes. Testing a few scenarios is not necessarily going to illu-
minate the bad scenarios CCA developers care about remedying.
Therefore, developers are faced with the challenge of identifying
under what scenarios their CCA coexists well with others and un-
der what scenarios it might fail—a large space of possible scenarios
that is intractable to test exhaustively.
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Figure 1: 3 BBR flows vs. 1 Cubic flow throughput over time.
Both of these scenarios have the same JFI, yet in scenario (a)
Cubic dominates, while in scenario (b), BBR dominates.
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Figure 2: Comparison of absolute and relative harm for 1
Cubic flow vs. 1-5 BBR flows for varying network settings.

As workloads and CCAs themselves grow more complex, manu-
ally predicting these scenarios will not suffice. Thus, we formulate
this problem as an optimization problem: Given a metric (e.g., harm),
we want to find the network settings that maximize it. While ex-
isting frameworks, such as Mahak [37], can be extended to predict
performance over a large search space (which we describe in §5),
for complex short-flow workloads, they struggle to explore enough
of the search space to have low prediction error.

Hence, we propose HarmGen, a genetic algorithm designed
specifically for evaluating interactions between flows of various
lengths from different CCAs: Given the harm as the objective func-
tion (input with network setting and output is the harm), what
settings have the highest harm when two different CCAs compete?
We describe HarmGen in §6.

3 Measuring Harm

The first step in refining our framework for evaluating heteroge-
nous algorithm interactions is defining metrics. The Congestion
Control Working Group of the IETF articulates the principle un-
derlying our metric: “In contexts where differing congestion control
algorithms are used, it is important to understand whether the pro-
posed congestion control algorithm could result in more harm than
algorithms published in previous Standards Track RFCs, and to flows
sharing a common bottleneck.” [20] This argument was first pre-
sented by Ware et al. [49] and later supported by Islam et al. [25]. In
addition, it has seen recent adoption in CCA evaluations [19, 36, 41].

In contrast to flow-rate fairness metrics like JFI, absolute harm [49]
directly measures the performance degradation caused by compet-
ing flows when new flows enter the network. More specifically,
harm computes the fractional difference between a CCA when
it competes “alone” f,;, versus when it is under competition
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Beompere with another CCA for some metric ml:

_ m(Bsoto) = m(ﬂcompete)
Harm = m(Bsolo) @

Fig. 1 illustrates an example of absolute harm’s advantage over
JFL.2 In both scenarios, 3 BBRv1 flows compete against one Cubic
flow, and the JFI is 0.8. However, in scenario 1a, Cubic dominates
the bandwidth allocation, while in scenario 1b the opposite occurs.
Operators would certainly be interested in both cases: an outcome
where a novel CCA is underperforming and one where the CCA
harms competition are both causes for concern. However, using
JFI as a measure conflates these distinct scenarios. In contrast, the
harm in scenario 1a is negative when Cubic harms BBR, and in
scenario 1b is positive when BBR harms Cubic.

Using absolute harm as a metric, an operator can configure auto-
mated tools like Mahak (§5) and HarmGen (§6) to discover scenarios
where a new CCA causes significant slowdown to competitors. The
operator can also configure these tools to discover scenarios where
anew CCA itself suffers unexpectedly severe slowdowns. Using JFI
as a metric, these tools cannot distinguish these two problems.

Unfortunately, absolute harm also fails to help us identify signifi-
cant testing scenarios that are worth human attention. The problem
lies in expectations: in a scenario with 3 flows with a 4th flow enter-
ing the network, we would expect to see 25% harm on the existing
flows; in a scenario with 2 flows with a 3rd flow entering, we would
expect to see 33% harm. However, we would not say that the second
scenario is ‘worse’ than the first (indeed, both scenarios behave
exactly as desired).

3.1 Relative Harm for Long Flows

The example above illustrates why comparing harmfulness across
different scenarios is challenging, especially when there are differ-
ent numbers of flows. Hence, we need to normalize somehow by the
desired outcome, given the network setting and number of competing
flows. To do this, we introduce relative harm.

We compute relative harm by computing the harm if there was
perfect fair sharing with the number of flows and subtracting ex-
pected absolute harm from observed absolute harm. With Ny flows
and N, flows, we compute the expected harm as the expected
performance for the f flows if there was equal sharing:

m(ﬂsolo) - m(ﬁcompete) 1 Nﬁ
m(Bsolo) Nﬂ + Ng

A value of 0 relative harm means that the harm matches expec-
tations; anything above 0 means there is some harm done to § by
a flows, and a negative value means there is no harm done to f.
Fig. 2 contrasts absolute harm, relative harm, and JFI. Fig. 2b shows
that relative harm centers values with no harm and perfect fairness
(high JFI) at 0, whereas Fig. 2a shows how absolute harm alone
provides a range of values for equal sharing.

A final question is how to aggregate relative harm values when
there are multiple flows in competition. Here, the operator has

RelativeHarm =

e ) (2)

IThis is for a ‘more is better’ metric like throughput. Absolute harm can also be used
to test metrics other than throughput - by measuring the performance degradation in
latency, or loss rate, e.g. — JFI cannot measure these [49]

ZFigure captions encode the network setting as Xbw-Yrtt-Zbdp: X is the bottleneck
bandwidth (Mbps), Y the base RTT (ms), and Z the bottleneck queue size as a multiple
of the bandwidth-delay product (BDP).
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several natural choices for how to analyze harm: they might look
for scenarios in which the worst-case relative harm is high (i.e, how
much harm does the worst-performing flow incur?), they might
also consider the average relative harm across all flows. Any of
these choices is compatible with our methodology, and operators
can decide what they care about.

3.2 Relative Harm for Short Flows

Recent literature often overlooks the performance degradation
that short flows inflict upon long-running flows [4, 24, 36, 41].
Unfortunately, relative harm as defined above does not easily apply
to workloads with short flows. Because sampling short-flow start
times randomly would make the search space intractable, we set
them to fixed times for feasibility and reproducibility. Specifically,
we configure one long-running flow with a duration of 120 seconds,
utilizing the first 60 seconds to allow the long flow to reach steady
state. Short flows are introduced at ¢t = 85s (during the second
minute) and persist for a duration of 10 seconds. We construct
specific short-flow scenarios for particular kinds of harm; protocol
designers can add their own.

Adapting relative harm to short flows raises three complexities.
First, over what time period should harm be calculated? While lim-
iting the measurement to the short flow’s lifecycle seems intuitive,
we have observed, as illustrated in Fig. 4a, that the performance
impact on long flows occasionally persists even after the short
flows have completed. To capture this lingering effect, we define
the observation window as twice the duration of the short flow’s
lifecycle.

Second, what baseline should be subtracted from the observed
absolute harm? In the standard definition of relative harm for long
flows, we use "fair sharing" as the steady-state ideal to normalize
the metric. However, short flows are transient and may not reach
convergence quickly enough to apply steady-state fairness models.
Therefore, aligning with the proposal in Ware et al. [49], our metric
is status-quo biased. We define the "ideal" scenario as the harm
short f flows do to other f flows. We compare the absolute harm
caused by the new CCA « short flows against this baseline. Thus,
the metric is defined as follows:

RelativeHarm = Harmashort_)ﬂlong - Harmﬁsho”ﬁﬁlong 3)

Third, how should we define the absolute harm term (Harm) in
this context? Leveraging the multi-metric flexibility of the original
harm framework, we propose two distinct formulations based on
application requirements.

Download Bytes: The first metric targets bulk transfer applica-
tions, where total data volume is the primary utility. In this case,
we adopt the formal absolute harm definition, as shown in Equa-
tion (1), where m represents the total bytes downloaded within
our observation window (twice the duration of the short flow’s
lifecycle). An example is provided in Fig. 3. In Fig. 3a, the long-
running Cubic flow is starved by BBRv1 short flows, resulting in
an absolute harm of 0.53. Conversely, in Fig. 3b, the Cubic long
flow experiences significantly less degradation from Cubic short
flows (absolute harm 0.26). Consequently, the total relative harm is
derived as 0.53 — 0.26 = 0.27.

Recovery Time: The second metric focuses on the lingering
effect inflicted upon the long flow. We posit that the faster the
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long flow recovers its original throughput, the lower the harm. Let
trecover denote the recovery duration after short flows complete,
and let ¢ represent the short flow lifecycle. Given our total obser-
vation window is 2t, the harm is defined as: Harm = tr“z% As
seen in Fig. 4a, the Cubic long flow requires more time to recover
after competing with BBRv3 short flows compared to Cubic short
flows. This disparity results in a high total relative harm of 0.75.
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Figure 4: 175bw-70rtt-1.0bdp: 1 Cubic long running flow
competing with 4 BBRv3/Cubic short flows with harm met-
ric Recovery Time.

Although we propose these specific relative harm metrics and
short flow workloads, the modularity of our system enables CCA
designers to easily define their own relative harm metrics and
workloads tailored to specific use cases.

4 Duration of Experiments & Convergence

In addition to providing Mahak and HarmGen with a metric
to maximize, we must also provide our testbed with guidance on
when and for how long to measure bandwidth. There is no broadly
agreed-upon guidance on this challenging problem.

At the heart of the problem is the fact that CCA behavior under
competition takes some time to ‘warm up’, and, depending on
the workload, this warm-up period may or may not be an issue.
Operators with fixed-size transfers are typically interested in both
the warm-up period and the converged behavior. In settings with
web traffic, for example, many flows never exit slow start — and
they do not reach a stable state in congestion avoidance. In this
case, the metric of interest is typically flow completion as opposed
to stable-state throughput. For these operators, simply measuring
flow completion time suffices to understand the impact of a novel
CCA on their workload. However, other operators with long-lived
or persistent connections are more interested in the post-warmup,
converged behavior. Indeed, most congestion control research aims
to study algorithm behavior after convergence [4, 15, 18].
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Unfortunately, there is no clear definition for how to measure
convergence, and this choice can significantly affect the results. For
example, in observing Fig. 9, an operator might choose to measure
throughput in the period from 0-50s to measure converged behavior
- but measuring this same interval over BBRv1 would capture the
algorithms still during their warm-up period, inaccurately capturing
the converged behavior.

Although attempts to programmatically compute a boundary
between warm-up and convergence exist, they all suffer from prob-
lematic assumptions about long-term flow behavior. Due to space
limitations, we leave the analysis of previous work on comput-
ing convergence to Appendix A.1. Ultimately, we find that prior
solutions fail to work across the variety of observed inter-CCA
interactions, including large oscillations. Thus, we present a novel
standard-deviation-based algorithm, PACE (Point of Algorithm Con-
vergence Estimator), to determine whether flows have converged.
We say a trace has converged once the mean of the throughput’s
standard deviation has stabilized over time, allowing for periodic
oscillations that we commonly observe in inter-CCA interactions.
We describe the details of how PACE determines when and if a
flow converges in the following section and provide pseudocode
for PACE in Appendix A.3.

4.1 Convergence Algorithm

PACE takes an experiment with N flows and returns T, where T
is a timestamp after convergence has occurred. Thus, the algorithm
allows us to conclude with reasonable certainty that all flows have
converged after time T. We identify a point after convergence, not
the exact convergence time; measuring throughput, and thus harm,
from any such point should yield approximately the same value.

We have two requirements for our algorithm. First, we do not
want to assume that the flows will arrive at a fixed throughput that
we know a priori (like equal-rate fair sharing). Second, we want
our algorithm to allow for large oscillations in throughput as long
as those oscillations are consistent and stable over time. (Appen-
dix A includes an example of flows with consistent oscillations in
throughput.)

To determine convergence for each experiment, we take the
PCAP output of an experiment with competing flows and compute
throughput over time over windows of 1 second. Then we identify
the convergence time f; of each flow independently. If PACE says
that any of the flows in an experiment did not converge, we say
the experiment did not converge. Alternatively, if all the flows do
converge, then we say the point at which we will say convergence
has occurred is the latest time ¢ of all flows f.

We identify a point of post-convergence f; for a flow’s through-
put trace by recursively applying a widely used change point de-
tection algorithm, Ruptures-Dynp, on a rolling window of the
trace’s standard deviation until it has stabilized. Ruptures-Dynp
is a dynamic-programming-based method that identifies a break
point, the point where the mean of the signal changes, by minimiz-
ing the sum of squared errors when approximating the signal by
a piece-wise constant signal [46]. Using a change point detection
subroutine, PACE can dynamically find a point in time where the
standard deviation has possibly had a significant change.

This works as follows: PACE computes the standard deviation
of throughput over a rolling window size of win_size. In the first
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iteration, PACE sets the possible convergence point at time sg. Let-
ting s = {so . . . sm} be the sequence of rolling standard-deviation
values, PACE calls the ruptures library [46] on s to find a single
breakpoint in the series. We determine that the standard deviation
has stabilized once the difference in mean of the left signal and
right signal is within either an absolute or percent-based thresh-
old. The discussion for parameter tuning these thresholds is left
to Appendix A.4. If the difference is not within either threshold,
we rerun Ruptures-Dynp on the subsection of the trace from the
proposed change point to the end. An example of these iterations
can be found in Fig. 22 in Appendix A.3.

PACE computes the rolling standard deviation over some window
size win_size, but how do we set that size? A fixed window size
is unlikely to work across different kinds of CCAs; thus, a key
component of PACE is a loop over varying window sizes until it
finds a size that results in convergence. We set the maximum size
to half the length of the trace.

To evaluate the accuracy of PACE, we manually label a random
sample of 100 experiments across various CCA combinations.’
Fig. 5 shows an example of our labeling results. This example trace
has 1 Cubic flow competing with 2 BBRv3, which we manually
label as converging at 65 seconds, whereas our algorithm labels
the point of post-convergence as 70 seconds. In either case, the
throughput after these points is nearly identical. When comparing
the average throughput from the auto-labeled vs. the manually
labeled experiments across our random sample of 100 experiments,
we find that our method can get the lowest percent difference in
throughput from the manually labeled results. We can see in Fig. 6
that our auto labeling results in the tightest fit, with over 80%
having less than a 10% difference in average throughput from our
manual labels. In addition, we see that the difference in throughput
between our manual labels and just ignoring the first 1 minute of
the trace is also very close. Consequently, throughout this work,
we run our experiments for 3 minutes and run the convergence
algorithm to decide over what interval to compute relative harm. If
our algorithm says the flows converged, we compute relative harm
from the point of convergence until the end of the trace, ignoring
the time before our convergence point. If the algorithm says the
flows do not converge, we compute harm from time 60s to the end
of the trace, ignoring the first 1 minute of the experiment.

4.2 Does convergence matter?

Having developed a convergence algorithm, we now ask whether
accounting for convergence is necessary at all. More specifically:

3Cubic vs. BBRv1, BBRv3, Reno, or Cubic; Reno vs. Westwood; and BBRv1 vs. BBRv3.
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does taking convergence time into consideration affect the conclu-
sions we draw from our experiments?
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Figure 7: 200bw-160rtt-0.75bdp: Cubic throughput for
BBRvV3 experiments, computed after the PACE convergence
point, over the final two minutes (first minute removed), and
over the entire 180s trace.

Fig. 7 compares average Cubic flows throughput for one network
setting (200bw-160rtt-0.75bdp), computed three ways: after the
PACE convergence point, over the final two minutes (first minute
discarded), and over the full 180s trace.

Findings that do not consider convergence may be misleading.
Numerous studies show that BBRv1 flows starve Cubic flows in
small queues [12, 24, 50]. Without considering convergence, the
throughput for 1 Cubic flow vs. 2 BBRv3 flows is 22.68 Mbps, which
is a major improvement over starvation. However, when consid-
ering the throughput only after convergence, it is only 4.16 Mbps.
Although any improvement over starvation is welcome, the gain is
far less drastic, indicating that substantial work remains to address
these issues with BBR. This is one of many such cases among the
3,500 BBRv3 vs. Cubic experiments we ran. PACE helps researchers
detect when metrics shift significantly during an experiment and
report results after convergence.

To check whether PACE improves on a simpler heuristic, Fig. 7
also reports a fixed cutoff that discards the first 60 seconds (the
60s—180s panel). This cutoff is often close to PACE (4.80 vs. 4.16
Mbps for 1 Cubic vs. 2 BBRv3), but PACE still helps where flows
converge after 60s (1v1: 13.58 vs. 8.12 Mbps) and flags experiments
that never converge (2v3 and 3v3), which a fixed cutoff cannot.

To further motivate PACE, we measured, for every flow in our
7,000 Cubic vs. BBR experiments (3,500 each against BBRv1 and
BBRv3), the percent difference in throughput between the PACE and
60s-cutoff averages. Across these 31,984 flows, 17% differ by at least
10%, 5% by at least 20%, and 0.5% by at least 50%. The full distribution
and the most-affected examples appear in Appendix A.5.

We stress that we do not claim harm matters only after con-
vergence. Because inter-CCA interactions are volatile and slow
to converge, determining whether convergence has occurred is
precisely what lets an evaluator decide whether they care about
behavior before convergence, after it, or not at all. It is possible, of
course, that CCA developers do not care about long-term behavior
and rather care about flows of a specific duration (as most flows are
short). In that case, results must be qualified with the duration of
the flows. We cannot make broad generalizations about inter-CCA
dynamics for “long-running flows” without considering conver-
gence. Now we have an algorithm to help us decide how long we
may want to run experiments if we care about making statements
about long-term behavior.
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5 Extending Mahak

Mahak [37] is an Active Learning (AL) framework designed to
automate the performance assessment of network protocols without
exhaustive testing. Employing a Gaussian Process Regressor and
uncertainty sampling, it models high-dimensional performance
spaces and can achieve a low prediction error (0.06 RMSE) using
only ~4% of total space.

We applied our methodology to Mahak by replacing the single-
CCA performance metric with our proposed relative harm metric
and conducting experiments with long-running flows. We expanded
the search space to include bandwidths of [25, 200] Mbps, RTTs
of [10, 100] ms, queue sizes of [0.5, 5]x BDP, and [1, 5] alpha/beta
flows. We pick this range because it is similar to the range of values
found in much of the prior work, including Pazhooheshy et al. [37],
with the addition of the number of flows. We describe our testbed
in §7. Mahak’s prediction error is low after training on 4% of the
search space: 0.0456 MAE and 0.0627 RMSE, comparable to the
prediction error reported in the original Mahak evaluation [37].
Appendix D shows error rates for other search space fractions. We
next compare these results to using Mahak without relative harm
and Mahak without the convergence algorithm.

First, we compare Mahak using relative harm to Mahak using
JFI as the metric. Mahak exhibits higher prediction error when
modeling JFI than it does with relative harm. We observe a mean
absolute error (MAE) of 0.0456 using harm vs. 0.1360 using JFI and
a root mean square error (RMSE) of 0.0627 with harm vs. 0.1608
with JFL. Furthermore, JFI can be a misleading proxy for inter-CCA
fairness because it does not indicate which CCA is being harmed.
As illustrated in Fig. 10, a low JFI signals that an allocation is unfair,
but does not reveal which flow is harmed.
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Second, we compare Mahak’s results without the convergence
algorithm to results with the convergence algorithm. We find dis-
crepancies in harm predictions when not considering convergence.
For example, in Fig. 9, while Cubic and BBRv1 eventually converge
to a nearly fair share after 100 seconds, measurements taken with-
out the convergence algorithm erroneously include the unsteady
state where Cubic dominates the link. This results in a mislead-
ing harm value of —0.18, whereas the true steady-state harm is
near zero (—0.07). This discrepancy demonstrates that without the
convergence algorithm, Mahak samples imprecise data, ultimately
generating untrustworthy performance maps. These results con-
firm that our methodology is compatible with existing automated
assessment tools and correctly guides these tools compared to al-
ternatives.

Lastly, we see how Mahak performs with the short-flow work-
load and metric described in §3.2. Since Mahak was not originally
designed to target inter-CCA fairness, we see where it can struggle
with a more complex workload. In Fig. 8, we find that for short
flow workloads, it gets stuck running experiments in a small area
rather than exploring more of the space, leading to predicting the
harm near 0 for all the space it did not explore. In contrast, for
long-flow workloads, Mahak visits many parts of the space and
has low prediction error. We hypothesize that the complexities of
these heterogeneous workloads are more challenging for the AL
algorithm to predict.

To study short-flow workloads and demonstrate the applicability
of our methodology to other tools, we develop HarmGen, a genetic
algorithm-based automation tool specifically tailored to accurately
and efficiently discover harmful network settings in a diverse set
of inter-CCA experiments. We detail HarmGen in §6.

A recent Mahak update [38] employs Random Forest and Greedy
Diversity Sampling, potentially addressing the short-flow issues we
encountered. However, due to code unavailability at the point of
submission, this paper relies on the original framework [37]. Our
results align with prior findings, serving to demonstrate the porta-
bility of our harm metric to existing tools. We anticipate improved
efficiency with the new version and plan to include it in future
comparisons.

6 HarmGen: Finding Worst-Case Scenarios
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Configurations
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RTT Number of

Number of
Queue Size beta flows %q.
O3y

@
9
=1
a
=1
g
]

Receiver Emulated Sender
Bottleneck

Figure 11: HarmGen architecture and testbed.

In this section, we describe HarmGen, our genetic algorithm
(GA)-based approach for automatically finding worst-case outcomes
for CCA interactions. While alternative approaches like simulated
annealing can also find optimal values of unknown functions, we
found that GAs perform especially well for three reasons. First, GAs
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are less susceptible to getting stuck in local minima because they
return a random population of results rather than converging to a
single value. Second, GAs are amenable to constraints that force
them to discover high-harm settings with a wide range of network
parameters. This is particularly applicable in cases where high-harm
scenarios may be biased towards a single network parameter like
bandwidth. In this case, we can employ stratification of initialization
to force our algorithm to come up with high-harm settings across
different bandwidths, rather than only coming up with settings
with a single bandwidth. Lastly, GAs do not require knowledge of
the underlying function (or for the function to be differentiable), we
need only the inputs (network settings and workload) and outputs
(relative harm). Thus, we select a GA-based solution since it can
identify worst-case high-harm scenarios and return a diverse set of
them rather than just one.

While GAs work well in solving a variety of problems, they also
come with the drawback of a large volume of parameter choices.
We favor the simplest option at each such choice. We do not claim
our choices—uniform crossover, weighted mutation, and so on are
optimal. We pick simple variants and confirm robustness via our
sensitivity analysis. We primarily draw inspiration from Haupt and
Haupt’s popular book and chapter on implementing continuous
genetic algorithms [23]. We describe the set of parametric choices:
population size, mutation probability, and experiment budget in the
following description of our genetic algorithm. In §6.1, we explore
the impact of such choices with sensitivity analysis to demonstrate
that the algorithm performs well under the selected conditions. We
explain the impact of mutation probability, population size with
experiment budget, and repeats in Appendix B.1, Appendix B.2, and
Appendix B.3 respectively.

Testbed: To implement HarmGen, we instrumented a testbed with
a simple dumbbell topology including a sender, receiver, and emu-
lated bottleneck as shown in Fig. 11. We implemented the emulated
bottleneck using the BESS [1], which allows us to support high-
speed traffic while controlling the RTT by delaying packets, slowing
the egress port to limit bandwidth, and setting a bottleneck queue
size. The GA decides which experiments to run and passes those
experiment settings, including the network settings and the mix of
flows, to the emulated bottleneck. We try to run as many experi-
ments in parallel as we can (subject to the total bandwidth available
between each of the nodes which is 10GB), so we launch multiple
iperf flows in parallel and separate individual experiments, each
with its own bottleneck queue, with the settings for RTT, bandwidth,
and queue size determined by the GA. All flows are run for three
minutes. After running all the experiments in a given generation,
HarmGen takes PCAPs at the sender to compute throughput after
convergence time and then computes relative harm. We compute
relative harm as described in §3.1 and use the average throughput
amongst f flows as our metric m.

Initialization: A GA is initialized with an initial random popu-
lation of 60 chromosomes. Our chromosomes consist of 5 genes:
bottleneck bandwidth € [25,400] Mbps, RTT € [10, 320] ms, queue
size € [0.25,5] BDP, as well as the number of competing « and f
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flows € [1,5]*. This is essentially a vector with 5 elements. Note,
this encoding works both for the long-flow and short-flow work-
loads described in §3. We fix the start times of all the short flows
and the number of  flows to 1. Once we have an initial population,
we need to compute the harm, which in our case entails running
2 or 3 experiments in our testbed. For long-flow experiments, we
need to run an experiment with these network settings with the
number of § flows alone and a second experiment with the number
of competing f and « flows to compute relative harm. For short-
flow experiments, we need to run 3 experiments as described in
§3.2.

Selection: Once we have an initial population and the harm val-
ues for each chromosome, we have to decide which chromosomes
will mate. There are many possible selection algorithms, another
parametric choice. HarmGen uses “natural selection", selecting the
top 50% of chromosomes (where the fitness is the relative harm, the
higher the harm, the more fit the chromosome) for mating. Because
our population size is 60, this will be 30 chromosomes selected for
mating. Chromosomes are randomly shuffled into pairs.

Mating: Once we select the chromosomes we want to mate, we
need to make two offspring for each pair of parents by performing
crossover. ® There are many possible crossover algorithms, another
parametric choice. HarmGen uses “uniform crossover”. For each
gene, we flip a fair coin (50% probability) to decide whether to
apply crossover to that gene. For example, we may decide we are
going to crossover the bandwidth genes, by and by, of parent 1 and
parent 2. Because the variables in our genes are continuous, we use
a standard blending method to combine these genes to make two
offspring by picking a random value § € [0, 1]:

behild1 = b1 — p(by — b2) @
benildz = b2 + p(b1 — b2)

Intuitively, this will introduce new genes into the population
by choosing a random value between the two parents. Each gene
has an equal likelihood of being selected for crossover. We never
blend across genes; bandwidth genes will only ever cross with other
bandwidth genes, the same for RTT and so on. In the extremes, it
is possible to crossover every gene or to crossover none of them. In
the case that there is no crossover, the children are copies of the
parents. There are ways to prevent this possibility, but the most
basic GA implementation does not force unique children.

Mutation: Once we have two children, the next step is to perform
mutation. Mutation happens with some probability, another para-
metric choice. We choose to perform mutation with a probability of
30%. Given our population of 30 children, from mating, this would,
in expectation, mutate 9 children. For each gene within a child,
we mutate it with probability 40%, so in expectation we mutate 2
genes. We deliberately choose a large mutation probability. In the
mating phase, we use the values of the parents’ genes. While this
is good for narrowing down to a specific solution, it could cause
HarmGen to get stuck in local minima if we are not introducing

4The step size of our ranges is log scale because CCA behavior varies by factors of
change. For example, there is going to be a significant difference in outcomes between
doubling the bandwidth rather than increasing it by 1.

STechnically, there is an additional parameter: the probability of crossover. In our case,
we ignore this and set the probability to 1.
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enough new possible chromosomes in each generation. HarmGen
uses a random mutation algorithm, taking the mutated gene and
assigning it a random value.

Replacement: Once we have children, we need to decide what
chromosomes will “die off” and which will remain to form the
new population for the next generation. HarmGen combines the
parents who were selected for mating (the Top 50% from the current
population) and the offspring from these children to form the new
population. For the children, we compute the relative harm for
these possibly new settings.

Stopping condition: HarmGen stops when running another gen-
eration would exceed the experiment budget, which we set to 300
experiments. We conduct sensitivity analysis on the experiment
budget in §6.1 and show that with just this small budget of exper-
iments, HarmGen cannot only find worst-case harmful scenarios
but also a diverse set of scenarios.

6.1 Evaluation

While we use BBRv1 and Cubic to benchmark Mahak to adhere
closer to Pazhooheshy et al’s [37] original evaluation, for Harm-
Gen, we stress test our system by identifying CCA pairings whose
higher harm scenarios are more challenging to find. To determine
which pairs of CCAs to test HarmGen, we run experiments with
300 random network settings for various pairs of CCAs. We show
the CDF of relative harm for each of these pairs in Fig. 12. Each of
these lines refers to f§ vs. a. The distribution of random experiments
gives a rough estimate of the difficulty of finding poorly performing
scenarios. For our evaluation, we focus on Reno vs. Westwood be-
cause the majority of the settings found from a random search have
low harm, but there is a longer tail than the other pairs, suggesting
there are some harmful scenarios that may be hard to find. Our
metric for success for HarmGen is to find both harmful scenarios
and a diverse set of them with a small budget of experiments.

6.1.1 Baselines To evaluate HarmGen, we compare its results
with three other approaches for finding high-harm scenarios: a
parameter sweep, local search, and random search.

Ideal Approach-Parameter Sweep: We use a parameter sweep
as an approximation of an exhaustive search that spans the range
of values that we allow the GA to search. Because the parameter
space is far too large to enumerate exhaustively, we instead visit ex-
ponentially spaced points within it, for a total of 3500 experiments.

Local Search Approach-Hill Climbing: In contrast to the GA’s
population-based approach, the hill climbing algorithm is a simple,
single-solution metaheuristic optimization algorithm. The imple-
mentation of our algorithm works as follows. First, we define a
search space. In this case, the search space includes all scenarios
explored by the parameter sweep. Next, we randomly select an
initial state from the space. Then, for each individual parameter, we
pick the neighboring states above or below (i.e. if the current state
is [100bw, 15rtt, 32q, 1a, 1] and we are considering the bandwidth
parameter, we test neighbors [50bw, 15rtt, 32q, 1, 1] and [200bw,
15rtt, 32q, 1a, 1f]). If either of the neighboring states produces a
higher harm value, we transition to that state. If we iterate over
all parameters (in this case, bw, rtt, q, @, ) and do not move, we
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Figure 12: Relative harm of 300
random experiments.

restart the algorithm from a new random state until we meet our
experiment budget of 300.

Naive Approach-Random Search: For random search, we simply
initialize our search space to match the scenarios explored by the
parameter sweep and randomly select a scenario from the set. We
select 300 distinct experiments to match the 300 experiment budget
for our GA.

6.1.2 Results To show that HarmGen can find high-harm scenar-
ios, we compare the Top 100 scenarios found by HarmGen to those
found by the parameter sweep, random search, and hill climbing.
We show that HarmGen is better at finding harmful scenarios than
random search and hill climbing in Fig. 13 where we plot the dis-
tribution of the Top 100 harm values found by each method. We
denote that the parameter sweep results are from 3500 experiments,
while random, hill climbing, and HarmGen are from 300 exper-
iments. In a pairwise comparison, 98% of the Top 100 scenarios
found by HarmGen have a higher harm than random search with a
median percent difference of 45.4% when compared to the random
harm values. When compared to hill climbing, 99% of HarmGen’s
Top 100 scenarios have higher harm with a median percent differ-
ence of 8.1%. Though it seems like hill climbing is comparable to
HarmGen, we find that the algorithm is extremely volatile between
repetitions. In 10 repetitions of hill climbing, the median percent
difference ranges from 5% to 51% when compared to HarmGen.
This volatility is illustrated by Fig. 33 in Appendix B.3. HarmGen is
also able to find harm values on par with parameter sweep, with a
median percent difference of only 27.9% lower than the parameter
sweep harm values with 3500 experiments.

In addition to finding high-harm scenarios, we also want to find
a diverse set of scenarios. It is possible to find high-harm scenarios
that are all similar, in a small section of the search space. To show
HarmGen finds a diverse set of high-harm scenarios we compare
the Top 20 scenarios found by HarmGen to those found by the
parameter sweep, random search, and hill climbing. We take the
Top 20 harm scenarios’ chromosomes and compute the Euclidean
distance between them. We max-min normalize each feature of the
vector, so the ranges of the values do not impact the distance. A
small distance means scenarios are very similar. In Fig. 14, we see
that the high harm scenarios found by HarmGen are as varied as
those found by random search. This indicates HarmGen is find-
ing a good variety of high-harm scenarios. The median Euclidean
distances between the parameter sweep is 0.79, 0.77 for random
search, 0.78 for HarmGen, and 0.90 for hill climbing.

0.00 0.05 010 0.15 0.0 025 030 0.35

Figure 13: Comparison of top
100 relative harm values.

Normalized Euclidean Distances (Top 20)

Figure 14: Comparison of the euclidean distances
between the top 20 harmful scenario’s vectors.

While our evaluation considers a single run of HarmGen, we
provide a sensitivity analysis in Appendix B which explores the
impact of experimental parameters, including mutation probability,
population size, experiment budget, and repetitions on the quality
of HarmGen’s results. Through this analysis, we find that a muta-
tion probability of 30% yields the highest harm scenarios. We also
determine that 300 experiments reasonably balances the trade-off
between finding high-harm scenarios and computation time. Har-
mGen is able to find the highest harm from the parameter sweep
(PS Highest) within only 200 experiments, and even higher harm
scenarios than PS Highest when the budget is increased to 500
experiments. Finally, we demonstrate that despite HarmGen’s sto-
chastic nature, repetitions consistently identify diverse, high-harm
scenarios: in pairwise comparisons, 100% and 95% of HarmGen’s
top 100 settings are more harmful than those found by random
search for runs 2 and 3, respectively.

7 Case Studies

Our evaluation is conducted on Vagrant-managed Ubuntu 22.04
VMs (8 cores, 64 GB RAM). We utilize specific kernels: Linux 6.13.7 [3]
for BBRv3 and Linux 5.15.72 [2] for TCP Prague and DualPI2 Active
Queue Management (AQM). Network parameters (bandwidth, RTT,
queue size) are emulated using Linux Traffic Control (tc).

7.1 Cubic vs. BBRv3

In this study, we use Mahak to evaluate harm for Cubic vs. BBRv3
for short and long running flows. We compare these results to the
output of Cubic vs. BBRv1 experiments to track improvements (or
lack thereof) between releases. Mahak returns a prediction of the
harm across the whole search space, so we show a slice of results
in two dimensions in Fig. 15. We see substantial improvement over
most regions. We observe that harm done to Cubic decreases sig-
nificantly between BBRv1 and BBRv3, especially for lower-RTT,
lower-bandwidth sections of the search space. In the highest harm
region of Cubic vs. BBRv1 experiments (25 Mbps, 10 ms RTT), we
see an 81% decrease in the same region for Cubic vs. BBRv3 experi-
ments. This improvement, however, is not uniform, as harm values
in the high-RTT, high-bandwidth region remain roughly similar.
Additional heatmaps of more parameters are available in Appen-
dix E.

We illustrate an example of BBRv3’s significant improvement in
Fig. 16 for low bandwidth environments. While BBRv1 initially does
very high harm to the Cubic flows in Fig. 16a (harm = 0.68), BBRv3
appears to be more fair to Cubic flows in Fig. 16b with a small harm
of 0.09. We hypothesize that this improvement is due to changes
introduced in BBRv2, which allow it to react to loss/congestion
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signals, as well as the tuning of control parameters like cwnd_gain
and pacing_gain for better harm outcomes [56].
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Figure 16: 25bw-90rtt-0.25bdp: 5 Cubic flows competing with
1 BBR flows after convergence. In this case, BBRv3 causes
less harm to Cubic.

In addition to measuring long-running throughput harm, we
investigate recovery time harm for short flows. Our experiments
reveal cases where there is little improvement in the highest harm
cases from Cubic vs. BBRv1 experiments. For example, we re-run
one of the highest harm network settings for BBRv1 (Fig. 17a) using
BBRv3 (Fig. 17b) and observe a negligible change in harm. While the
long-flow experiments reveal significant improvements for BBRv3,
these short-flow examples also shed light on new avenues for im-
provement, like recovery time for short-flow workloads.

—— cubic-long bbrl-2 — Harm Calculation Start —— cubic-long bbr3-2 — Harm Calculation Start
bbr1-0 bbrl-3 — Harm Calculation End bbr3-0 bbr3-3 — Harm Calculation End
bbr1-1 bbr3-1

2 2

S1s0 S150

£ B

3 100 3 100

2 2

& &

3 50 3 50

= = 2

= =
0

o
S

70 80 90 100 110 120 70 80 90 100 110 120
Time (s) Time (s)

o
S

(a) Cubic vs. BBRv1 (b) Cubic vs. BBRv3
Figure 17: 175bw-70rtt-1.0bdp: 1 Cubic long running flow
competing with 4 BBRv3/BBRv1 short flows with the harm
metric Recovery Time.

7.2 L4S: TCP Prague vs. Cubic

To support high throughput and ultra-low latency applications,
the L4S architecture [10] combines a scalable congestion control
algorithm (ex: Prague), accurate Explicit Congestion Notification
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(AccECN), and isolation of L4S and classic flows in a dual-queue
coupled AQM to ensure coexistence. A recent evaluation of L4S
investigates fairness between scalable CCAs and classic flows in
the custom queue [41]. Conducting such an evaluation provides
an opportunity to demonstrate how our methodology extends to
different queue disciplines and CCAs designed for specific kinds
of applications. We run HarmGen and report some of the findings
here.

We investigate the following scenarios: suppose that a live video
streaming service wants to use Prague as its CCA to obtain the
benefits of ultra-low latency. We consider both the harm Prague
does to Cubic and the harm Cubic does to Prague. For a fairer
comparison, we configure Cubic to respond to ECN signals. It is
important to note that there is flow isolation in the AQM: Prague
flows will go to the L4S queue, while Cubic flows will go to the
classic flows queue.

First, we explore one of the highest harm settings found by
HarmGen for the harm that long flows using Prague incur due to
competing with long Cubic flows (visualized in Fig. 44). Here, we
ask how adding Prague flows affects existing traffic. In this example,
three Prague flows get more throughput than the three Cubic flows
with a relative harm of 0.26. While there is unfairness here, we
do not find that this unfairness is much worse than the relative
harm Cubic does to itself, and it is not nearly as harmful as the
interactions we see when Cubic competes with BBR. For example,
the highest harm value HarmGen found for long Prague flows was
0.26 while the highest harm for BBR was 0.81.

In Fig. 18, we highlight one of the highest harm settings found by
HarmGen for the harm that short Cubic flows do to a long Prague
flow. Here, we ask how well Prague flows carrying low-latency
video perform alongside aggressive Cubic flows, and whether the
flow isolation helps. We see that when a long Prague competes with
other Prague short flows, the harm is low at 0.07. However, when
competing with Cubic, Prague flows see a more significant drop in
the amount of downloaded bytes during the short flows’ lifetime.
Further, because Prague is based on Reno, we see additive increase
takes a long time to recover.
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Figure 18: 73bw-100rtt-0.25bdp: 1 Prague long-running flow
competing with 1 Cubic short flow with harm metric Down-
load Bytes.

8 Related Work

There are two notable ways prior work evaluates CCA perfor-
mance: 1) formal approaches that model CCA behavior 2) empirical
methods that evaluate real implementations of CCAs. Formal ap-
proaches include verification-based techniques like CCAC [6] and
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analytical modeling-based techniques [34, 45, 50, 55] Overall, for-
mal techniques enable a deep understanding of CCA mechanisms.
However, they are limited by the fidelity of their models, which are
often constrained to make modeling practical. If the CCA model
and network model do not account for multiple flows or do not
account for all the kinds of CCAs we want to test, the proofs will
not translate well to the realistic network settings and real CCA
implementations with notable outcomes we are searching for with
HarmGen and Mahak.

An alternative to operating on models of CCAs is to operate
on implementations of CCAs, testing a variety of network set-
tings using empirical methods. While some past work, such as
Pantheon [52] or Prudentia [39], focuses on platforms for manual
testing, HarmGen and Mahak are designed for automatically search
the state space of possible scenarios. Other work targets more
replicable methodology broadly: TriScale [26] offers statistically
grounded tests for experiment convergence, and congestion control
benchmarking [4] proposes standardized CCA benchmarks. Our
methodology is complementary, focused on inter-CCA interaction.

ACT [43] and CCFuzz [40], use fuzzing to test CCA implementa-
tions using network simulator NS3°. CCFuzz uses a genetic algo-
rithm to generate bandwidth traces that trigger certain undesirable
behavior from a CCA. The main challenge with ACT and CCFuzz
is guiding the search of large state spaces in their single CCA set-
tings. In multi-flow scenarios this state space grows dramatically,
making the search even more difficult and possibly inefficient and
infeasible.

Ultimately, the issue with all the prior work is that none of these
frameworks were designed with evaluating and proving inter-CCA
interaction guarantees as a first-order goal, and extensions vary
in practicality. While we are able to extend Mahak, we also design
HarmGen with the specific purpose of efficiently evaluating inter-
CCA interactions.

9 Conclusion

This work presents a comprehensive methodology that CCA
developers and researchers can use to find harmful interactions
between CCAs under competition, easing the task of finding worst-
case scenarios that they can either improve or, as a recent RFC
requires, declare as unsafe environments for deployment [20]. We
also demonstrate the efficacy of our methodology by conducting
a case study investigating the evolution of BBR and the implica-
tions of partial deployment of L4S. In future work, we hope to
improve HarmGen by supporting other workloads and exploring
other options for its many parameters and configurations.
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A

Convergence algorithm

A.1 Related Work

For example, the PCC Vivace [18] work assumes that flows will
eventually reach a stable state in which all connections reach a near-
to-fair bandwidth outcome. Hence, the work defines convergence
time as the time it takes for all the flows to be within 25% of equal
fair share. However, empirically, not all algorithms in all settings
are guaranteed to converge to a near-fair state, and indeed, these
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Figure 19: 100bw-10rtt-3.0bdp: 1 Cubic flow competing with
1BBR flow where there are large, but consistent oscillations.
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Figure 20: 50bw-40rtt-0.75bdp: 1 Cubic flow competing with
4 BBR flows where there is no convergence.

scenarios of severe unfairness are those that we are most interested
in uncovering! Fig. 1b illustrates one such scenario where outcomes
are far from fair, and hence the algorithm above would fail to find
a converged state to measure.

Both the PCC Vivace [18] and another definition provided by
the ‘Axiomatizing Congestion Control’ [55] (referred to as ‘Ax-
iomatizing’ going forward)’ also make the faulty assumption that
bandwidth allocations remain within some range of a ‘fixed’ or
stable point, when in reality, some CCAs’ ‘converged’ state consists
of dramatic medium or long-term oscillations [48]. Fig. 19a shows
an example from our experiments where we see these large oscilla-
tions. Notably, while these oscillations are large, they are consistent
in their magnitude and frequency. It does make sense to say that
the behavior has converged - so long as we take measurements
over a long enough timescale to capture multiple iterations of the
oscillatory behavior.

A.2 Convergence Algorithm Example

Fig. 22 illustrates an example of PACE'’s iterations for finding the
point of convergence for the flow labelled cubic-0 in Fig. 21b with a
window size of 55, so each point is the standard deviation for that
point in the rolling-window graph (s; = o(fr+1 .- . fr+win_size) Up
until ¢ + win_size = n where n is the duration of the flow).

A.3 Algorithm Description

An example of how the convergence algorithm works over iter-
ations is highlighted in Fig. 23. These are illustrations of each of
the iterations of the algorithm for finding the point of convergence
for the flow labelled bbr3-0 in Fig. 5.

"The definition provided by the Axiomatizing work is as follows: “We say that a
congestion-control protocol P is ct-convergent, for a € [0, 1], if there is a configuration
of window sizes (x{, . . ., x},) € [0, M]™ and time step T such that for any t > T and
senderi € N, ax} < xgl) < (2 - @)x] (eg, @ = 0.9 means that from some point
onwards the window sizes are within 10% from a fixed point.)”
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Figure 21: Examples of PACE convergence algorithm.

Algorithm 1 Convergence

Input:
f - flow’s throughput trace
window_size - size of rolling window for std dev
pct_thresh - threshold for percent difference between left
and right means of std. deviation
abs_thresh - threshold for absolute difference between left
and right means of std. deviation
Output:
t - time after convergence has occurred
1: procedure RECURSIVEBREAKPOINT
2: Generate rolling windows of window_size
3 Calc std dev of each window to generate series s
4 abs_dif f = inf
5 pet_dif f =inf
6: breakpoint = 0
7 while abs_dif f > abs_thresh or pct_dif f > pct_thresh
do

8: s = s[breakpoint :|

9: breakpoint = call ruptures on s to find breakpoint
10: if can no longer segment s then

11: return inf

12: end if

13: I_mean = mean(s[: breakpoint])

14: r_mean = mean(s[breakpoint :])

15: abs_dif f = abs(l_mean — r_mean)

16: pet_dif f = abs(I_mean — r_mean)/r_mean
17: end while

18: return breakpoint

19: end procedure

First, the algorithm computes the standard deviation over time
over a rolling window. In the first iteration the algorithm starts
by setting the convergence time to time 0. Then it calls ruptures
to find a change point between our current possible convergence
time (time 0) and the end of the standard deviation trace. This
change point is labelled the “validation breakpoint” in Fig. 23. The
algorithm then computes the “left mean" of the standard deviation
of the trace from where the convergence point is to the validation
breakpoint, and the “right mean" of the standard deviation trace
from the validation breakpoint to the end of the trace. In the first
iteration example in Fig. 23a, the validation breakpoint is at 40
seconds, and the left mean from 0s-40s of the standard deviation is
11.26 while the right mean from 40s-120s is 6.51. To determine if the
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Figure 22: Convergence algorithm output over iterations before deciding the flow has converged for the cubic-0 flow in Fig. 21b.
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Figure 23: Convergence algorithm output over iterations be-

fore deciding the flow has converged for the bbr3-0 flow in
Fig. 5.
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Figure 24: Throughput difference when taking average cal-
culated using PACE vs. 60s cutoff to end.

convergence point is the point our algorithm decides convergence
has already occurred, we compare the absolute difference between
the left mean (4.75) and percent difference (0.42) to a threshold. If at
least one of the thresholds is met, the algorithm says the flow has
already converged at this point. In this case neither of the thresholds
are met, so the algorithm now goes to the next iteration. We repeat
this process two more times as shown in Fig. 23b and Fig. 23c until
either threshold is met and the convergence time of 70s is returned.

A.4 Parameter Selection

As shown in Algorithm 1 there are several parameters that we
need to tune including: the rolling window size for the standard
deviation trace and the thresholds for the absolute and percent dif-
ference between the standard deviation left mean and right mean.
In order to choose our parameter thresholds, we hand-labeled 100
experiments for the convergence point and calculated the aver-
age throughput after these traces. We then used our algorithm to
label traces using various abs_thresh and pct_thresh thresholds.
Then, out of the settings that resulted in over 90% agreement on
which flows converged, we picked the settings that showed the
smallest mean difference in percentage from the average threshold
selected by our manual labeling. These settings ended up being
an abs_thresh and pct_thresh of 0.2 and 0.2 respectively. To pick
the window_size, we simply fixed the abs_thresh and pct_thresh
and varied the window size from 30-100 increasing in increments
of 10 and picked the result that had the smallest mean difference
from the average threshold selected by our manual labeling. This
resulted in an optimal window size of 60.

A.5 PACE Motivation

We show the distribution of throughput differences when cal-
culating the average throughput starting from the PACE and 60
second cutoff in Figure 24. We provide a truncated and untruncated
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Figure 25: Top 4 traces with highest difference in throughput
when taking average from PACE and 60s cutoff.

version for readability. We evaluate 31,984 traces from Cubic vs.
BBRv1 and Cubic vs. BBRv3 experiments. We find that across these
traces, 17% have a difference of at least 10%, 5% have a difference of
at least 20%, and 0.5% have a difference of at least 50%. While the
60-second cutoff yields a small percent difference for most traces,
we find that for many traces that converge after 60 seconds, the
differences can be quite large, reaching as much as 552.7% (Fig-
ure 25a). We show traces with the top 4 highest percent differences
in Figure 25. Notice that for these traces, the large discrepancy
comes from the fact that the flows do not stabilize until well after
the 60-second cutoff.
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B Sensitivity Analysis of HarmGen
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Figure 26: Each generation what the highest harm value Har-
mGen has found so far improves as well as the 90th per-
centile compared to the highest harm value found by the
param sweep (PS Highest)
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Figure 27: Impact of experiment budget of 500 experiments

B.1 Impact of mutation probability

The mutation probability determines how many random genes
HarmGen will be introduced in each generation. To explore the
impact of different mutation probabilities, we vary the mutation
probability from 10% to 50%. Fig. 28 shows the relative harm for the
Top 100 scenarios found using each of these probabilities compared
to the parameter sweep and random search. We see that a mutation
probability of 30% is able to find higher harm scenarios than other
probabilities.

B.2 Impact of population size and experiment budget

HarmGen can find high-harm scenarios with a budget of only
300 experiments. In Fig. 26 we highlight how the quality of the
solutions found by the GA improves over generations and as it runs
more experiments. We compare the highest harm value as well
as the 90th percentile found by HarmGen after each generation
in Fig. 26a, to the highest harm value found by the parameter
sweep (PS Highest). After 6 generations and running only 200
experiments, HarmGen can find harm values almost as high as the
parameter sweep which was 3500 experiments. With HarmGen,
CCA developers can find these worst-case scenarios without having
to run many experiments.

Does increasing the budget of experiments improve HarmGen’s
results? To see the impact of the experiment budget on the results,
we run HarmGen with a budget of 500 experiments. Fig. 27 shows
that with an increased budget we can find scenarios with even
worse harm than those found by the parameter sweep after 8 gen-
erations. The impact of population size and experiment budget are
tightly connected. We need a large enough population size to ensure
diversity in the offspring, but if we have too large of a population
size and not a large enough budget then we may not have enough
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mGen has found so far improves as well as the 90th per-
centile for repeated runs. We see similar results as Fig. 26a.
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Figure 32: Comparison of the Euclidean distances between
the top 20 harmful scenario’s vectors for repeated runs. We
see similar results across runs.

generations for an effective search. For example, if the population
size is 100 and the experiment budget size is 300, then there are
only 3 generations for the search.

Another metric to consider is also the cost of running more
experiments. As mentioned in our description of the testbed, we
want to run as many experiments in parallel as our testbed can
support. We are only running at most 20 experiments in parallel if
the population size is 20 instead of possibly 100 when the population
size is 100. The experiment budget in Fig. 29 is 500 experiments
with varying population sizes. It seems a population size of 20 or 40
experiments works best, but these searches take much longer when
the population size is 100. A population size of 20 took our testbed
twice as long (7 hours vs. 14 hours) to run as a population size
of 100. We find a population size of 60 is a good balance between
finding high-harm scenarios and efficiency.

B.3 Impact of repeats

We repeat running HarmGen two more times to see if we get
similar results when re-running the GA. Fig. 30 compares the Top
100 harm found across all three runs of the HarmGen to the pa-
rameter sweep and random search. While they vary slightly in
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Figure 33: Impact of repeats on top 100 scenarios from hill
climbing algorithm

the quality of top solutions, in all cases the results are better than
random search. In the additional two repeats, 100% and 95% of the
Top 100 are more harmful than random search. These same repeats
find scenarios that are on average 31.6% and 19.8% more harmful
than the values discovered by random search. In addition, we still
get the same improvements in the quality of harmful scenarios over
generations for the repeated runs of HarmGen (Fig. 31) as well as a
variety of those scenarios (Fig. 32). For these repeats, the median
Euclidean distances are 0.8 and 0.83, which is even better than the
parameter (0.79) sweep and random search (0.77).

The top scenarios found by each run of HarmGen are different.
This could be considered a flaw of HarmGen but is actually an
advantage. This indicates that there are local maxima in the harm
function and with each run of HarmGen it can find those settings.
If HarmGen converged to the exact same worst-case settings every
run, this would indicate that there is not enough randomness being
introduced over generations. In practice, CCA developers could use
HarmGen in an iterative process, run HarmGen to find high-harm
scenarios, investigate those and possibly fix them, and then run
HarmGen again and so on.

C Investigating BBRv3 vs. Cubic Results

In §7 we conducted a case study to demonstrate that we can
use HarmGen for the task of comparing how evolutions in BBR
may have improved or worsened interactions with Cubic. While
the goal of this work was not to solve BBRv3’s harmful interactions
with Cubic, we do discuss in this section what the data we collected
from these experiments shows about how these interactions are
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causing BBRv3 to be more harmful than BBRv1. Aside from just
capturing PCAPs at the sender and receiver to compute throughput
and harm, we also capture queue occupancy data, including every
time a packet is enqueued, dequeued, and dropped by our testbed,
and socket statistics at the sender so we can see the internal vari-
ables of the CCA during the duration of our experiments. Based on
conversations with Google’s BBR team, we first seek to confirm if
we see what they indicated was the issue in the cases where BBRv3
is more harmful to Cubic than BBRv1. One of the core changes from
BBRv3 to BBRv1 is in the way BBRv3 probes for bandwidth. BBRv3
adds additional states to ProbeBW, with changes in pacing_gain,
which is an internal variable that sets how many additional pack-
ets BBR will try to put into the network based on its current BW
estimate. We notice that there are fewer periods of reductions in
pacing_gain from BBRv1 to BBRv3, which we believe is one of
the reasons that BBRv3 is more harmful to Cubic. However, this
needs further investigation to confirm. For a setting where BBRv3
does worse, we see the average time between packet losses drops
significantly.
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(Packets)
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Time (s)

Figure 34: 111bw-173rtt-1.27bdp: BBRv3 more harmful than
BBRv1: Cubic vs. BBRv3 queue occupancy
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Figure 35: 111bw-173rtt-1.27bdp: BBRv3 is more harmful
than BBRv1: Cubic vs. BBRv1 queue occupancy

D MahakPrediction Error Across Computational Bud-
gets

This section shows how Mahak’s prediction error changes as
the computational budget grows, measured for Cubic vs. BBRv1
long-running flows using our relative harm metric. We vary the
budget across 0.01%, 1%, and 4% of the total search space and report
both MAE and RMSE at each point.

As shown in Fig. 36, both MAE and RMSE decrease substan-
tially as the budget increases from 0.01% to 4%. The error values
we observe at the 4% budget are comparable to those reported in
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the original Mahak evaluation [37], indicating that, in the rela-
tively simple workload of long flows competing after convergence,
substituting relative harm for long flows in place of the original
single-CCA performance metric does not introduce additional esti-
mation difficulty for the underlying Gaussian Process Regressor.

RMSE
o
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oo o oo oo oo oo
3\ > > 3\ > ™
o® o®

Computation Budget (% of Space) Computation Budget (% of Space)

(a) MAE (b) RMSE
Figure 36: Mahak’s MAE/RMSE on Cubic vs. BBRv1 long-
running flows across varying computational budget.

E Cubic vs. BBRv1 and Cubic vs. BBRv3 w/ Mahak

Across all parameter dimensions, BBRv3 consistently reduces
harm to Cubic compared to BBRv1, but the improvement is non-
uniform.

For queue size (Fig. 37), BBRv1 harm is strongly correlated with
smaller queues, reaching up to 0.82 at 0.25XBDP, while BBRv3
partially mitigates this sensitivity, though harm remains elevated
(up to 0.60) at small queue sizes.

For the number of competing @ (BBR) flows (Fig. 38), under
BBRv1, harm generally decreases as more BBR flows enter the
network, suggesting that additional BBRv1 flows compete with each
other and collectively exert less pressure on Cubic flows; BBRv3, by
contrast, exhibits a more complex, non-monotonic pattern across
a flow counts, indicating that BBRv3’s inter-flow dynamics with
Cubic are less predictable than BBRv1’s.

For the number of f (Cubic) flows (Fig. 39), harm generally
increases as more Cubic flows compete, under both BBRv1 and
BBRv3, suggesting that a larger Cubic cohort does not collectively
defend its share but rather amplifies the harm caused by competing
BBR flows.

Overall, these heatmaps confirm that while BBRv3 represents
a meaningful step forward, no single network parameter reliably
drives harm to zero, and worst-case settings persist across all di-
mensions tested.
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Figure 37: Mahak’s prediction on the search space. (Queue
Size)
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Figure 39: Mahak’s prediction on the search space. (Number
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F Harm vs. JFI w/ Mahak

The side-by-side Mahak predictions using harm versus JFI (Figs. 40—
43) further validate the argument in §3 that JFI is a poor metric for
evaluating inter-CCA fairness.

While the harm heatmaps reveal consistent, interpretable structure—

harm increases at low RTT, small queues, few BBR flows and more
Cubic flows—the JFI heatmaps exhibit irregular, non-monotonic
patterns that are difficult to interpret and do not align with the
directional trends visible in the harm maps. Critically, JFI conflates
scenarios where Cubic is harmed by BBR with scenarios where BBR
underperforms relative to Cubic, assigning similar values to quali-
tatively opposite outcomes. For instance, regions of the parameter
space that have high harm (BBR starving Cubic) appear indistin-
guishable in JFI from regions of moderate, symmetric sharing.

This confirms that JFI lacks the directionality necessary to guide
CCA developers toward actionable fixes: a developer optimizing
for JFI would not know who is being harmed or in which direction
to adjust their algorithm. Harm, by contrast, provides a signed,
normalized signal that directly reflects the degree to which a novel
CCA degrades the performance of incumbent flows, making it a
more reliable objective for automated search tools like Mahak and
HarmGen.

G A Worst-Case Harm Scenario for TCP Prague vs.
Cubic

Fig. 44 illustrates one of the highest-harm scenarios found by

HarmGen for long Prague flows competing with long Cubic flows,

at a setting of 200 Mbps bandwidth, 91 ms RTT, and a queue size of

1xBDP. In this scenario, three Prague flows obtain more throughput
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Figure 40: Mahak’s prediction on the search space (RTT).
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Figure 42: Mahak’s prediction on the search space. (Number

of Alpha Flows)
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than four competing Cubic flows, resulting in a relative harm of

0.26.



Improving Evaluation of Heterogeneous Congestion Control Algorithm Interactions

While this indicates some unfairness, two important observa-
tions temper concern. First, the magnitude of harm is substantially
lower than what is observed when Cubic competes with BBR (max-
imum harm of 0.81), suggesting that the L4S dual-queue AQM
provides meaningful isolation that limits the damage Prague can
inflict on classic flows. Second, the observed unfairness is not dra-
matically worse than the harm Cubic causes to itself in equivalent
scenarios, implying that deploying Prague alongside Cubic does
not introduce a qualitatively new fairness problem beyond what
already exists in the status quo.

Nevertheless, the fact that Prague can still obtain a disproportion-
ate share of bandwidth in high-bandwidth, high-RT T environments—
even with flow isolation in place—highlights that partial L4S deploy-
ments warrant continued monitoring and that the AQM coupling
mechanism does not fully eliminate inter-CCA unfairness under
all conditions.
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Figure 44: 200bw-91rtt-1.0bdp: 4 Cubic flows competing with
3 Prague flows after convergence.
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