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how much overhead?

• 20-32 bytes of TCP

• 20 bytes of IP

• = 40-52 bytes + app layer 
overhead
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IP Addresses

• 32-bit (4-byte) unsigned integer value.
• Usually written in “dotted decimal” or “dotted quad”
• E.g., 130.58.68.9 => 10000010 . 00111010 …

• 232 => 4,294,967,296 possible addresses.

• In the early 80’s, that’s a lot!
• World population was ~4.5 billion.
• Not many of them had/needed IP addresses

• Now…not so much.
• Population > 7 billion.



Network Interfaces

• IP address: 32-bit identifier for 
host, router interface

• interface: connection between 
host/router and physical link
• router’s typically have multiple 

interfaces

• host typically has one or two 
interfaces (e.g., wired Ethernet, 
wireless 802.11)

• IP addresses associated with each 
interface

223.1.1.1

223.1.1.2

223.1.1.3

223.1.1.4 223.1.2.9

223.1.2.2

223.1.2.1

223.1.3.2223.1.3.1

223.1.3.27

223.1.1.1 = 11011111  00000001   00000001   00000001

223 1 11



Subnets

• IP address:
subnet part - high order bits

host part - low order bits 

• what’s a subnet ?
device interfaces with same 

subnet part of IP address

can physically reach each other 
without intervening router

On the same link layer

subnet

223.1.1.1

223.1.1.2

223.1.1.3

223.1.1.4 223.1.2.9

223.1.2.2

223.1.2.1

223.1.3.2223.1.3.1

223.1.3.27



Subnets

• what’s a subnet ?
can physically reach each other 

without intervening router

On the same link layer

• When sending, a host must be 
able to answer the question:
"Is the destination on the same 
subnet as me?"
• If so, use data-link layer address of 

the destination.

• Else, use data-link layer address of 
"gateway" router.

subnet

223.1.1.1

223.1.1.2

223.1.1.3

223.1.1.4 223.1.2.9

223.1.2.2

223.1.2.1

223.1.3.2223.1.3.1

223.1.3.27



Assigning Addresses

• IANA – Internet Assigned Numbers Authority
• (Run by Jon Postel until 1988)

• Now a part of ICANN

• ICANN: Internet Corporation for Assigned Names and Numbers
• Manages IP addresses, DNS, resolves disputes



Who gets an address?  How many?

• Back in the old days, you called up Jon Postel
• “How many addresses do you need?”

• “Here you go! I may have rounded a bit.”

• Classful Addressing
• Class A: 8-bit prefix, 24 bits for hosts (16,777,216)

• Class B: 16-bit prefix, 16 bits for hosts (65,536)

• Class C: 24-bit prefix, 8 bits for hosts (256)



CIDR ("Cider")

• Classless Interdomain Routing
• Prefix (subnet) length is no longer fixed

• (Can be division of bits rather than just
8/24, 16/16, and 24/8)



Why do we give out addresses in CIDR blocks?
How many of these statements are true?  (Which ones?)

• It requires fewer resources at routers.

• It requires fewer resources at end hosts.

• It reduces the number of block allocations that need to be managed.

• It better utilizes the IP address space.

A – 0, B – 1, C – 2, D – 3, E – 4



CIDR

• Classless Interdomain Routing
• Prefix (subnet) length is no longer fixed

• Address blocks come with a subnet mask

• Subnet mask written in two ways:
• Dotted decimal: 255.255.240.0

• /20

• Both mean:
11111111   11111111   11110000   00000000



CIDR

• Addresses divided into two pieces:
• Prefix portion (network address)

• Host portion

• Given an IP address and mask, we can determine the prefix
(network address) by ANDing



Network Address (Subnet Address)

• E.g., 230.8.1.3/18     /18 => mask is 255.255.192.0

IP 11100110 00001000 00000001 00000011

Subnet 
Mask

11111111 11111111 11000000 00000000



Network Address (Subnet Address)

• E.g., 230.8.1.3/18     /18 => mask is 255.255.192.0

IP 11100110 00001000 00000001 00000011

Subnet 
Mask

11111111 11111111 11000000 00000000

Network
Address

11100110 00001000 00000000 00000000



Why might a device care about its “Network 
Address”?
• Answers the question: is the destination on the same subnet as me?

• Address + subnet mask -> Network address

• If destination is on same network:
• Send directly to them

• Else:
• Send to gateway router



Hierarchical Addressing: Route Aggregation

“Send me anything
with addresses 
beginning 
200.23.16.0/20”

200.23.16.0/23

200.23.18.0/23

200.23.30.0/23

Fly-By-Night-ISP

Organization 0

Organization 7
Internet

Organization 1

ISPs-R-Us
“Send me anything
with addresses 
beginning 
199.31.0.0/16”

200.23.20.0/23

Organization 2

.

.

.

.

.

.

Hierarchical addressing allows efficient advertisement of routing information:



What should we do if organization 1 decides 
to switch to ISPs-R-Us? 

“Send me anything
with addresses 
beginning 
200.23.16.0/20”

200.23.16.0/23

200.23.18.0/23

200.23.30.0/23

Fly-By-Night-ISP

Organization 0

Organization 7
Internet

Organization 1

ISPs-R-Us
“Send me anything
with addresses 
beginning 
199.31.0.0/16”

200.23.20.0/23

Organization 2

.

.

.

.

.

.



What should we do if organization 1 decides 
to switch to ISPs-R-Us? 

“Send me anything
with addresses 
beginning 
200.23.16.0/20”

200.23.16.0/23

200.23.18.0/23

200.23.30.0/23

Fly-By-Night-ISP

Organization 0

Organization 7
Internet

Organization 1

ISPs-R-Us
“Send me anything
with addresses 
beginning 
199.31.0.0/16”

200.23.20.0/23

Organization 2

.

.

.

.

.

.

A. Move 200.23.18.0/23 to ISPs-R-Us (and break up Fly-By-Night’s /20 block).
B. Give new addresses to Organization 1 (and force them to change all their addresses).
C. Some other solution.



ISPs-R-Us has a more specific route to Organization 1

“Send me anything
with addresses 
beginning 
200.23.16.0/20”

200.23.16.0/23

200.23.18.0/23

200.23.30.0/23

Fly-By-Night-ISP

Organization 0

Organization 7
Internet

Organization 1

ISPs-R-Us
“Send me anything
with addresses 
beginning 199.31.0.0/16
or 200.23.18.0/23”

200.23.20.0/23

Organization 2

.

.

.

.

.

.

Hierarchical addressing: More Specific Routes

(unchanged)



ISPs-R-Us has a more specific route to Organization 1

“Send me anything
with addresses 
beginning 
200.23.16.0/20”

200.23.16.0/23

200.23.18.0/23

200.23.30.0/23

Fly-By-Night-ISP

Organization 0

Organization 7
Internet

Organization 1

ISPs-R-Us
“Send me anything
with addresses 
beginning 199.31.0.0/16
or 200.23.18.0/23”

200.23.20.0/23

Organization 2

.

.

.

.

.

.

Hierarchical addressing: More Specific Routes

Longest prefix matching!



Recall: Longest prefix matching

Destination Address Range

11001000 00010111 00010*** *********

11001000 00010111 00011000 *********

11001000 00010111 00011*** *********

Otherwise (default gateway)

DA: 11001000  00010111  00011000  10101010

examples:

DA: 11001000  00010111  00010110  10100001 which interface?

which interface?

when looking for forwarding table entry for given 
destination address, use longest address prefix that 
matches destination address.

longest prefix matching

Link interface

0

1

2

3
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How does an end host get an IP address?
• Static IP: hard-coded

• Windows: control-panel->network->configuration->tcp/ip->properties

• UNIX: (config file in /etc/ -- depends on init system)

• DHCP: Dynamic Host Configuration Protocol: dynamically get 
address from as server

• “plug-and-play”



DHCP: Dynamic Host Configuration Protocol

Goal: allow host to dynamically obtain its IP address from network 
server when it joins network

• can renew its lease on address in use

• allows reuse of addresses

• support for mobile users who want to join network

DHCP overview:

• host broadcasts “DHCP discover” msg [optional]

• DHCP server responds with “DHCP offer” msg [optional]

• host requests IP address: “DHCP request” msg

• DHCP server sends address: “DHCP ack”msg



DHCP server: 223.1.2.5 arriving
client

DHCP discover

src : 0.0.0.0, 68     
dest.: 255.255.255.255,67
yiaddr:    0.0.0.0
transaction ID: 654

DHCP offer

src: 223.1.2.5, 67      
dest:  255.255.255.255, 68
yiaddrr: 223.1.2.4
transaction ID: 654
lifetime: 3600 secs

DHCP request

src:  0.0.0.0, 68     
dest::  255.255.255.255, 67
yiaddrr: 223.1.2.4
transaction ID: 655
lifetime: 3600 secs

DHCP ACK

src: 223.1.2.5, 67      
dest:  255.255.255.255, 68
yiaddrr: 223.1.2.4
transaction ID: 655
lifetime: 3600 secs

DHCP client-server scenario Data-link layer 
"broadcast"



DHCP: More than IP Addresses

DHCP can return more than just allocated IP address on subnet:
 address of first-hop router for client (default "gateway")

 name and IP address of DNS server(s)

 subnet mask
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IP Fragmentation, Reassembly

• Network links have a MTU (max transfer 
unit) - largest possible link-level frame size

 Different link types, different MTUs

• Large IP datagram divided (“fragmented”) 
within network

 One datagram becomes several 
datagrams

 Reassembled only at final destination

 IP header bits used to identify, order 
related fragments

fragmentation:
in: one large datagram
out: 3 smaller datagrams

reassembly

…

…
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ID

=x
offset

=0

fragflag

=0

length

=4000

ID

=x
offset

=0

fragflag

=1

length

=1500

ID

=x
offset

=185

fragflag

=1

length

=1500

ID

=x
offset

=370

fragflag

=0

length

=1040

one large datagram becomes

several smaller datagrams

Example:
• 4000 byte datagram

• MTU = 1500 bytes

1480 bytes in 

data field

offset =

1480/8 

IP Fragmentation, Reassembly



How can we use this for evil?

A. Send fragments that overlap.

B. Send many tiny fragments, none of which have offset 0.

C. Send fragments that, when assembled, are bigger than 
the maximum IP datagram.

D. More than one of the above.

E. Nah, networks (and operating systems) are too robust 
for this to cause problems.



IP Fragmentation Attacks…



Summary

• 232 addresses is not that many…

• CIDR helps give out finer granularity
• Divide bits among network and host

• Longest prefix matching allows blocks to be divided

• IP supports fragmentation – usually best avoided
• These days, most links have common MTU


