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Network Security!

Link

Final Report on DigiNotar Hack Shows Total Compromise of CA Servers

Dennis Fisher October 31, 2012

The attacker who penetrated the Dutch CA DigiNotar last year had complete control of all 
eight of the company’s certificate-issuing servers during the operation and he may also 
have issued some rogue certificates that have not yet been identified.

https://threatpost.com/final-report-diginotar-hack-shows-total-compromise-ca-servers-103112/77170/


What is the goal of a network?

• Allow devices communicate with one another and coordinate 
their actions to work together.

• Piece of cake, right? 
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A “Simple” Task

Send information from one computer to another

! hosts: endpoints of a network
! The plumbing is called a link.

Host
(PC)

Host
(Server)

Link
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Not Really So Simple…

GoogleSwat

Cogent
Sprint

Quest
AT&T

Google

Google
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Five-Layer Internet Model 

Application: the application (e.g., the Web, Email)

Transport: end-to-end connections, reliability

Network: routing

Link (data-link): framing, error detection

Physical: 1’s and 0’s/bits across a medium 
(copper, the air, fiber)
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Application Layer 
(HTTP, FTP, SMTP, Skype)

• Does whatever an application does!

Port no.

IP address

MAC address

Data

DataTCP/UDP

DataTCP/UDPIP

DataTCP/UDPIPEthernet

Application

Transport

Network

Link

Physical

Layer
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Transport Layer (TCP, UDP)

• Provides
• Ordering
• Error checking
• Delivery guarantee
• Congestion control
• Flow control

• Or doesn’t! Port no.

IP address

MAC address

Data

DataTCP/UDP

DataTCP/UDPIP

DataTCP/UDPIPEthernet

Application

Transport

Network

Link

Physical

Layer
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Application Layer Data 
becomes the payload for 
the transport layer



Network Layer (IP)

• Routers: choose paths through network

15

Source Destination

Port no.

IP address

MAC address

Data

DataTCP/UDP

DataTCP/UDPIP

DataTCP/UDPIPEthernet

Application

Transport

Network

Link

Physical

Layer
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Transport layer data + 
header becomes 
payload for the 
network layer



Link Layer (Ethernet, WiFi, Cable)

• Who’s turn is it to send right now?
• Break message into frames
• Media access: can it send the frame now?

• Send frame, handle “collisions”

Receiver

16

Port no.

IP address

MAC address

Data

DataTCP/UDP

DataTCP/UDPIP

DataTCP/UDPIPEthernet

Application

Transport

Network

Link

Physical

Layer
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Network layer data + header 
becomes payload for the link 
layer



Physical layer – move actual bits!
(Cat 5, Coax, Air, Fiber Optics)

802.11b Wireless 
Access Point

Ethernet switch/router

To campus 
backbone

2.4Ghz Radio
DS/FH Radio
(1-11Mbps)

Cat5 Cable (4 wires)
100Base TX Ethernet
100Mbps

62.5/125um 850nm MMF
1000BaseSX Ethernet

1000Mbps
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Layering and encapsulation

Data

DataTCP/UDP

DataTCP/UDPIP

DataTCP/UDPIPEthernet

Application

Transport: reliability

Network: routing

Link: framing, 
error detection 

Physical

Layer
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• explicit structure allows identification, relationship of 
complex system’s pieces
• layered reference model for discussion
• reusable component design

• modularization eases maintenance
• change of implementation of layer’s service 

transparent to rest of system, 
• e.g., change in postal route doesn’t effect delivery 

of lette

Layering: Separation of Functions
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A “Simple” Task

Send information from one computer to another

Host
(PC)

Host
(Server)

Link
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A “Simple” Task

Send information from one computer to another

! hosts: endpoints of a network
! The plumbing is called a link.

Host
(PC)

Host
(Server)

Link
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TCP/IP Protocol Stack

HTTP

TCP

IP

Ethernet
interface

HTTP

TCP

IP

Ethernet
interface

IP IP

Ethernet
interface

Ethernet
interface

SONET
interface

SONET
interface

host host

router router

Application Layer

Transport Layer

Link Layer

Network Layer
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TCP/IP Protocol Stack

HTTP

TCP

IP

Ethernet
interface

HTTP

TCP

IP

Ethernet
interface

IP IP

Ethernet
interface

Ethernet
interface

SONET
interface

SONET
interface

host host

router router
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DNS: Domain Name System

People: many identifiers:
• name, swat ID, SSN, passport #  

Internet hosts (endpoints), routers (devices inside a n/w):
• “name”, e.g., www.google.com - used by humans
• IP address (32 bit) - used for addressing packets

How do we map between IP address and name, and vice 
versa ?
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• distributed database 
• implemented in hierarchy of many name servers.

• application-layer protocol: 
• hosts communicate to name servers 
• resolve names à addresses

• note: core Internet function, implemented as 
application-layer protocol

DNS: Application Layer Protocol
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HTTP

TCP

IP

Ethernet
interface

HTTP

TCP

IP

Ethernet
interface

IP IP

Ethernet
interface

Ethernet
interface

SONET
interface

SONET
interface

host host

router router

Application Layer

Transport Layer

Link Layer

Network Layer

Where 
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HTTP

TCP

IP

Ethernet
interface

HTTP

TCP

IP

Ethernet
interface

IP IP

Ethernet
interface

Ethernet
interface

SONET
interface

SONET
interface

host host

router router

Human-readable strings: www.example.com

(Not much addressing here, ports to ID socket)

(Network dependent) Ethernet: 48-bit MAC address

IP addresses (32-bit IPv4, 128-bit IPv6)

Recall: TCP/IP Protocol Stack
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Goals of DNS

Possibly biggest such database in the world!

A wide-area distributed database

• Scalability; decentralized maintenance 
• Robustness
• Global scope
• Names mean the same thing everywhere
• Distributed updates/queries 
• Good performance 

Goals



Root DNS Servers

com DNS servers org DNS servers edu DNS servers

swarthmore.edu
DNS servers

umass.edu
DNS serversyahoo.com

DNS servers
amazon.com
DNS servers

pbs.org
DNS servers

DNS: a distributed, hierarchical database

… …

• allspice.cs.swarthmore.edu.

cs.swarthmore.edu
DNS servers

allspice.cs.swarthmore.edu
Host

(other cs hosts)

Nameless root,
Usually implied.
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DNS: Root Name Servers
• Root name server:

• Knows how to find top-level domains (.com, .edu, .gov, etc.)
• How often does the location of a TLD change?
• approx. 400 total root servers
• Significant amount of traffic is not legitimate

13 root name 
“servers”
worldwide

a. Verisign, Los Angeles CA
(5 other sites)

b. USC-ISI Marina del Rey, CA
l. ICANN Los Angeles, CA

(41 other sites)

e. NASA Mt View, CA
f. Internet Software C.
Palo Alto, CA (and 48 other   sites)

i. Netnod, Stockholm (37 other sites)

k. RIPE London (17 other sites)

m. WIDE Tokyo
(5 other sites)

c. Cogent, Herndon, VA (5 other sites)
d. U Maryland College Park, MD
h. ARL Aberdeen, MD
j. Verisign, Dulles VA (69 other sites )

g. US DoD Columbus, OH 
(5 other sites)

Slide 30



Root DNS Servers

com DNS servers org DNS servers edu DNS servers

swarthmore.edu
DNS servers

umass.edu
DNS serversyahoo.com

DNS servers
amazon.com
DNS servers

pbs.org
DNS servers

DNS: a distributed, hierarchical database

… …

cs.swarthmore.edu
DNS servers

allspice.cs.swarthmore.edu
Host

(other cs hosts)
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Root DNS Servers

com DNS servers org DNS servers edu DNS servers

swarthmore.edu
DNS servers

umass.edu
DNS serversyahoo.com

DNS servers
amazon.com
DNS servers

pbs.org
DNS servers

DNS: a distributed, hierarchical database

… …

cs.swarthmore.edu
DNS servers

allspice.cs.swarthmore.edu
Host

(other cs hosts)
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Authoritative DNS servers: 

• Organization’s own DNS server(s), providing 
authoritative hostname to IP mappings for 
organization’s named hosts 

• Can be maintained by organization or service 
provider, easily changing entries

• Often, but not always, acts as organization’s local 
name server (for responding to look-ups)

Authoritative Servers
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• Each ISP (residential ISP, company, university) has (at least) one
• also called “default name server”

• When host makes DNS query, query is sent to its local DNS 
server

• has local cache of recent name-to-address translation pairs (but may 
be out of date!)

• acts as proxy, forwards query into hierarchy

Local DNS Name Server

Slide 34



Uses of DNS

Hostname to IP address 
translation
• Reverse lookup: IP address to hostname 

translation

Host name aliasing: other DNS 
names for a host
• Alias hostnames point to canonical 

hostname

Email: look up domain’s mail 
server by domain name



Different DNS Mappings

1-1 mapping 
between domain 
name and IP addr

www.cs.cornell.edu 
maps to 

132.236.207.20

Multiple domain 
names maps to the 

same IP addr

eecs.mit.edu and 
cs.mit.edu both 

map to 18.62.1.6

Single domain 
name maps to 

multiple IP addrs

aol.com and 
www.aol.com map 
to multiple IP addrs

Some valid domain 
names don’t map 

to any IP addr

cmcl.cs.cmu.edu



requesting host
allspice.cs.swarthmore.edu

gaia.cs.umass.edu

root DNS server

local DNS server
dns.cs.swarthmore.edu

1

2
3

4

5

6

authoritative DNS server
dns.cs.umass.edu

7
8

TLD DNS server

DNS name 
resolution example #1

• allspice wants IP address 
for gaia.cs.umass.edu

iterative query:
• contacted server 

replies with name of 
server to contact

• “I don’t know this 
name, but ask this 
server”
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$ dig @a.root-servers.net www.freebsd.org +norecurse
;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 57494
;; QUERY: 1, ANSWER: 0, AUTHORITY: 2, ADDITIONAL: 2

;; QUESTION SECTION:
;www.freebsd.org. IN A

;; AUTHORITY SECTION:
org. 172800 IN NS b0.org.afilias-nst.org.
org. 172800 IN NS d0.org.afilias-nst.org.

;; ADDITIONAL SECTION:
b0.org.afilias-nst.org. 172800 IN A 199.19.54.1
d0.org.afilias-nst.org. 172800 IN A 199.19.57.1

Glue records

How many answers
Time to live in seconds
How many additional records?



$ dig @199.19.54.1 www.freebsd.org +norecurse
;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 39912
;; QUERY: 1, ANSWER: 0, AUTHORITY: 3, ADDITIONAL: 0

;; QUESTION SECTION:
;www.freebsd.org. IN A

;; AUTHORITY SECTION:
freebsd.org. 86400 IN NS ns1.isc-sns.net.
freebsd.org. 86400 IN NS ns2.isc-sns.com.
freebsd.org. 86400 IN NS ns3.isc-sns.info.

(authoritative for org.)

How many answers?
How many additional records?



$ dig @ns1.isc-sns.net www.freebsd.org +norecurse
;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 17037
;; QUERY: 1, ANSWER: 1, AUTHORITY: 3, ADDITIONAL: 3

;; QUESTION SECTION:
;www.freebsd.org. IN A

;; ANSWER SECTION:
www.freebsd.org. 3600 IN A 69.147.83.33

;; AUTHORITY SECTION:
freebsd.org. 3600 IN NS ns2.isc-sns.com.
freebsd.org. 3600 IN NS ns1.isc-sns.net.
freebsd.org. 3600 IN NS ns3.isc-sns.info.

;; ADDITIONAL SECTION:
ns1.isc-sns.net. 3600 IN A 72.52.71.1
ns2.isc-sns.com. 3600 IN A 38.103.2.1
ns3.isc-sns.info. 3600 IN A 63.243.194.1

(authoritative for freebsd.org.)
How many answers?
How many authoritative records?
How many additional records?



requesting host
allspice.cs.swarthmore.edu

gaia.cs.umass.edu

root DNS server

local DNS server
dns.cs.swarthmore.edu

1

2
3

4

5

6

authoritative DNS server
dns.cs.umass.edu

7
8

TLD DNS server

DNS security
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DNS Vulnerabilities:
• No authentication

• Connectionless transport layer 
protocol (UDP)

DNS Attacks:
• Amplification Attack
• Cache Poisoning
• Man-in-the-middle
• DNS Redirection
• DDoS
• DNS Injection



Attacking DNS

DDoS attacks
• Bombard root servers with traffic

• Not successful to date
• Traffic Filtering
• Local DNS servers cache IPs of TLD 

servers, bypassing root
• Bombard TLD servers

• Potentially more dangerous

Redirect attacks
• Man-in-middle

• Intercept queries
• DNS poisoning

• Send bogus replies to 
DNS server that caches

Exploit DNS for DDoS
• Send queries with spoofed 

source address: target IP
• Requires amplification
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DNSSEC Hierarchy of Trust

dns.bofa.com

Where is 
bankofamerica.com?

IP: 123.45.67.89
Key: <     >

SIG: x9fnskflkalk

.com (Verisign)

Root Zone (ICANN)

dns.evil.com

IP: 66.66.66.93
Key: <     >

SIG: 9na8x7040a3
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Solution: DNSSEC

• Cryptographically sign critical resource records
• Resolver can verify the cryptographic signature

• Two new resource types
• Type = DNSKEY

• Name = Zone domain name
• Value = Public key for the zone

• Type = RRSIG
• Name = (type, name) tuple, i.e. the query itself
• Value = Cryptographic signature of the query results

Prevents 
hijacking and 

spoofing

Creates a hierarchy of 
trust within each zone
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