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SQL Injection

spongebob’ or 1=1); DROP TABLE Users; #         

spongebob’ or 1=1);#

Can chain together statements, and can modify existing statements



Not Just SQL!
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Injection vulnerabilities are a generic issue!
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Most injection attacks trick 
application into interpreting data 
as code

This changes the semantics of a 
query or command generated by 
the application



A basic web architecture
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Client Server

Browser Web Server

Database
Private data

DB is a separate entity, 
logically (and often physically)

Much of the user data is part 
of the browser
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Client Server

Browser: renders 
the webpage

Web Server
hosts the web page

Database
Private data

DB is a separate entity, 
logically (and often physically)

Where Does the Attacker Live?

Web server 
attacker

Network 
attacker

Malware 
attacker

Much of the user data is part 
of the browser



Web Architecture: Simplified View

Client Side Server SideProtocols
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Web Browser
Responsible for securely confining Web 
content presented by visited websites

Web servers: Responsible for 
securely parsing input data 
PHP, Ruby, ASP, JSP



Overview

• The Web Model
• What components make up today’s browsers and web servers?
• How has this functionality evolved over time?
• What security model governs the browser?

• Attacks Against Clients
• Cross Site Scripting (XSS) and Response Splitting
• Cross Site Request Forgery (CSRF)
• Clickjacking

• Attacks Against Servers
• SQL Injection
• Unrestricted Uploads
• CGI shell injection



Overview: The Web Model

• What is the web?
• What components make up today’s browsers and web servers?
• How has this functionality evolved over time?
• What security model governs the web browser?



What is the web?

•Web (World Wide Web): A collection of data and services
• Data and services are provided by web servers
• Data and services are accessed using web browsers (e.g. Chrome, Firefox)

•The web is not the Internet
• The Internet describes how data is transported between servers and 

browsers



Elements of the Web

• URLs: How do we uniquely identify a piece of data on the web?
• HTTP: How do web browsers communicate with web servers?
• Data on the webpage can contain:

• HTML: A markup language for static webpages
• CSS: A style sheet language for defining the appearance of webpages
• Javascript: a programming language for running code in the web 

browser



Elements of the Web

• URLs: How do we uniquely identify a piece of data on the web?
• HTTP: How do web browsers communicate with web servers?
• Data on the webpage can contain:

• HTML: A markup language for static webpages
• CSS: A style sheet language for defining the appearance of webpages
• Javascript: a programming language for running code in the web 

browser



Interacting with web servers

http://www.cs.swarthmore.edu/~chaganti/index.html

Protocol:
ftp

https
tor

Hostname/server
• translated to an IP address 

by DNS 

Path to the resource

index.html is static content
i.e., a fixed file returned by the 
server



Interacting with web servers

http://www.cs.swarthmore.edu/~chaganti/index.html

Protocol:
ftp

https
tor

Hostname/server
translated to an IP address by DNS 

Path to the resource
index.html is static content
i.e., a fixed file returned by the 
server

http://facebook.com/delete.php

Path to the resource

delete.php is dynamic content
i.e., a server generates the content on the fly



Interacting with web servers: dynamic content

http://facebook.com/delete.php Path to the resource

http://facebook.com/delete.php?f=eva264&w=16

arguments

server generates the content on the fly

http://facebook.com/delete.php?f


URL Escaping

• URLs are designed to contain printable, human-readable characters (ASCII)
• include non-printable characters in the URL?

• URLs have special characters that have assigned meaning (?, #, /)
• What if we want to use a special character in the URL?

• Solution: URL encoding
• Notation: Percent sign (%) followed by the hexadecimal value of the character
• Example: %20 = ' ' (spacebar)  %35 = '#' (hash sign) 

%50 = '2' (printable characters can be encoded too!)

• Security issues: makes scanning for malicious URLs harder
• Suppose you want to block all requests to the path /etc/passwd
• What if an attacker makes a request to %2F%65%74%63%2F%70%61%73%73%77%64?

http://facebook.com/delete.php?f=eva264&w=16

http://facebook.com/delete.php?f


HTTP: Hypertext transfer protocol

§ client/server model

• client: browser that 
requests, receives, (using 
HTTP protocol) and 
“displays”Web objects 

• server: Web server sends 
(using HTTP protocol) 
objects in response to 
requests

PC running
Firefox browser

server 
running

Apache Web
server

iPhone running
Safari browser

HTTP requestHTTP response

HTTP request

HTTP response
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HTTP and the Web

First, a review…
• web page consists of objects
• object can be HTML file, JPEG image, Java applet, 

audio file,…
• web page consists of base HTML-file which includes 

several referenced objects
• each object is addressable by a URL, e.g.,

www.someschool.edu/someDept/pic.gif

host name path name
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HTTP Overview

1. User types in a URL.
http://some.host.name.tld/directory/name/file.ext

host name path name
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HTTP Overview

2. Browser establishes connection with server.
Looks up “some.host.name.tld”
connects //more on this later 
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HTTP Overview

3. Browser requests the corresponding data.
GET /directory/name/file.ext HTTP/1.0
Host: some.host.name.tld
[other optional fields, for example:]
User-agent: Mozilla/5.0 (Windows NT 6.1; WOW64)
Accept-language: en

Slide 22



HTTP Overview

4. Server responds with the requested data.
HTTP/1.0 200 OK
Content-Type: text/html
Content-Length: 1299
Date: Sun, 01 Sep 2013 21:26:38 GMT
[Blank line]
(Data data data data…)
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HTTP Overview

5. Browser renders the response, fetches any 
additional objects, and closes the connection.
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Example
GET / HTTP/1.1
Host: demo.cs.swarthmore.edu

HTTP/1.1 200 OK
Vary: Accept-Encoding
Content-Type: text/html
Accept-Ranges: bytes
ETag: "316912886"
Last-Modified: Wed, 04 Jan 2017 17:47:31 GMT
Content-Length: 1062
Date: Wed, 05 Sep 2018 17:27:34 GMT
Server: lighttpd/1.4.35

Response
headers

Slide 25Response Body



Example

GET / HTTP/1.1
Host: demo.cs.swarthmore.edu

<html><head><title>Demo Server</title></head>
<body>
.....
</body>
</html>
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Response Headers

Response 
Body



State(less)

(XKCD #869, “Server Attention Span”)

Slide 27



State(less)

• Original web: simple document retrieval

• Maintain State? Server is not required to keep state between 
connections

...often it might want to though

• Authentication: Client is not required to identify itself
• server might refuse to talk otherwise though
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HTTP Request Header



HTTP Response Header





















Cookies: keeping “state” (cont.)

client server

usual http response msg

usual http response msg

cookie file

one week later:

usual http request msg
cookie: 1678 cookie-

specific
action

access

ebay 8734 usual http request msg Amazon server
creates ID

1678 for user create
entryusual http response 

set-cookie: 1678
ebay 8734
amazon 1678

usual http request msg
cookie: 1678 cookie-

specific
action

access

ebay 8734
amazon 1678

backend
database
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What Are Cookies Used For?

• Authentication
• The cookie proves to the website that the client previously 

authenticated correctly

• Personalization
• Helps the website recognize the user from a previous visit

• Tracking
• Follow the user from site to site; 
• Read about iPads on CNN and see ads on Amazon 😱
• How can an advertiser (A) know what you did on another site (S)?



HTTP Request/Responses with Cookies



Cookies and Privacy

Cookies permit sites to learn a lot about you

supply name and e-mail to sites (and more!)

third-party cookies (ad networks) follow you across multiple sites.
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Why use cookies?



Why use cookies?



Why use cookies?



Why use cookies?



Cookie tracking



Cookie tracking



Cookie tracking



Cookie tracking



Cookie tracking



Cookie tracking



Cookies and Privacy
Cookies permit sites to learn a lot about you

You could turn them off ...but good luck doing anything on the 
internet!
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Cookies and web authentication

• An extremely common use of cookies is to track users who have already 
authenticated 

• If the user already visited http://website.com/login.html?user=alice&pass=secret 
with the correct password, then the server associates a “session cookie” with the 
logged-in user’s info 

• Subsequent requests (GET and POST) include the cookie in the request headers 
and/or as one of the fields: http://website.com/doStuff.html?sid=81asf98as8eak 

• The idea is for the server to be able to say “I am talking to the same browser that 
authenticated Alice earlier.”


