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Abstract

The goal of our project is to expand upon the the
output of TaintDroid[3] by in essence, ”putting a
name to a face,” in regards to the tainted data
it identifies. By studying the types of malware
present today, we hope to modify TaintDroid to de-
termine the most likely type(s) of malware present
in an application based on the tainted data being
sent out of a device. This can be used as an appli-
cation vetting process to determine whether or not
a third party application is infected with malware.
The potential drawbacks of this idea are that in its
infancy it will be very susceptible to false positives.
However, time permitting we hope to solve this by
integrating permissions of the application into its
malware analysis.

1 Motivation

As technology becomes more and more advanced
we are becoming less and less reliable on station-
ary methods of computation which we have spent a
great deal of time learning to secure. In today’s day
and age the aspect of mobility is now almost syn-
onymous with the business and social world. Smart
phones are used daily to transfer data via a wide
variety of both native and third party applications.
However, for despite their usage they have yet to
reach the same level of security as desktop comput-
ing. For such a large amount of data transferred via
mobile devices there is not nearly enough security,
especially for the type of private data many people
store on there phones such as gps location, banking

information, contacts, emails, etc. In order to help
address this, the makers of TaintDroid have devel-
oped a system which can identify the pieces of pri-
vate data being sent from your mobile device and
the IP where they are being sent. Our motivation
in taking on this project is to further improve mo-
bile security by expanding upon what TaintDroid
has started and categorizing the tainted data which
it identifies as being output. This will allow for
the development of a better vetting process for un-
trusted applications, helping achieve a higher level
of overall security, and hopefully paving the way
for a new style of machine learning based security.

2 Background

TaintDroid is capable of tracking personal data
when used by allegedly benign applications. Our
project seeks to measure how malware operates by
tracking which personal data it uses with a mod-
ified version of TaintDroid. Thus, our research
will rely on the original TaintDroid paper to un-
derstand how it works and modify its code to suit
our purposes for not only tracking data but recog-
nizing and diagnosing malware infections. We will
also draw from a paper from UC Berkeley enti-
tled ”A Survey of Mobile Malware in the Wild”[4]
which talks about the different types of malware
on mobile devices, how they operate, what steps
are being taken to combat them, and how different
incentives can add to the danger and prevalence
of malware attacks. This will tell us more about
what types of malware we can expect to find and
their behavior. Another paper from Carnegie Mel-
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lon entitled, ”All Your Droid Are Belong To Us: A
Survey of Current Android Attacks”[5] will tell us
more about Android malware attacks that exist to-
day as well as identify some Android vulnerabilities
that they exploit.

3 Idea

On a high level, the basic idea of this project is to
categorize as best as possible the potential harm a
software application could pose to a mobile plat-
form from examining the tainted data. In other
words, we plan to conduct an extensive study of
different kinds of malware and the nature of the
data they use or act upon. With this knowledge,
we then create a classification model that we hope
will probablilistically predict the potential damage
an application could cause on the integrity of the
mobile device.

4 Goals for Milestones

4.1 Milestone 1

For milestone 1, we hope to have TaintDroid run-
ning on the Galaxy Nexus One obtained for this
project. Specifically, we hope to have gained famil-
iarity with and to have a fundamental understand-
ing of the basic functionality of TaintDroid. At this
point in the project, we would be able to reproduce
the some scenarios in the TaintDroid paper i.e. we
would be able to identify delicate information sent
out by mobile applications with or without prior
notification of the user.

In addition, an implicit goal of this milestone
is to have a decent understanding of a reasonable
portion of the TaintDroid source code – enough to
be able to make appropriate modifications and or
grab desired data and ouput from TantDroid.

4.2 Milestone 2

The second milestone for this project will be to de-
velop and implement a categorization model from

our findings about various mobile malware appli-
cations. We plan to conduct extensive research on
mobile malware and the pieces of data they act
upon. For example, given a piece of data, say geo-
graphic location or IMEI code of a phone, we want
to be able to make decent predictions about possi-
ble compromise and exposed vulnerabilities based
on the piece of data. To achieve this, we will be
reading about different malware applications and
their functionality.

4.3 Milestone 3

The final milestone for this project will be to suc-
cessfully implement a mapping scheme that maps
taint values from TaintDroid for a specific appli-
cation to potential harm the application can cause
to the host device using the categorization model
from Milestone 2. This will complete the vetting
system with which we hope to be able to determine
if a running application on the host Android phone
poses possible malicious threats.
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