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Abstract 

Autllcnt.icntioii protocols a.re the basis of seciuity iii many 

clisti~il~utetl systems, mid it, is therefore esseiitial to eii- 

sure t,lia.t t,liese prot~ocols function correctly. Uufortuiia.tely, 

t,licir tlcsign 1~s beeii estremcIy error prone. hbst of the 

~xotocols found iii the literature coutniii redundancies or 

security flaws. 

A siinple logic 1ia.s aHowed us to describe the beliefs 

of trustworthy parties involved iii a~utllentica.tioil proto- 

cols alit1 the evol11tioii of these beliefs as a consequence 

of conliiiunicat,ioii. We lia.ve been able to esplain a. va.riety 

of ~lut,lieiit,icatic.)ii protocols foriiially, to discover subtleties 

a,nd errors in tliein, and to suggest iiiiprovenieiits. Iii this 

p”l”rr we pleseut, the logic al~rl t,lleil give the results of 

011r aimlysis of four l~~~l~lisl~etl 1xotocols, clxxxzii either lie- 

cilllsc of their pract.ica,l iinpc)rtance or Ixcn.use they serve 

t,o illust.rate 0111’ lllctllcKl. 

1. Iiltroductioil 

.~lit~li(~iit ic’akil plotocols a.re t,lie hasis of securit,y iii ~iiaiiy In la.ter sections, we sl10w 110~ t,lle logic 11il.s eiia~&~l 11s to 

tlistrilxikd systems, ant1 it- is therefore esseubial to eiisllre answer these questions for a. iiuinl~er of pullislietl protocols. 

t11;1 t t.hcse p~t~ocols fuuctbu correctly ([NS]). Unfortu- It is worth iiotirig tlia,t we have iiot tried to auswcr soiiie 

Ila tcsly, their design has been estremel~~ error prone. Al- otller questions. Siuce we operate at au a.bstra.ct level, we 

t.l~oq$ ~~ut.lient,icat,ic.)il protocols t,ypically have few mes- tlo ilot, coiisitler errors iiitrotlucetl by concrete iiiilk.iueii- 

sagrs, t,lle coiulxxi bion of cn.cli message cn.ii be subtle, tatioiis of a. l~rotocol, fmws siicli a.s tlcatlloclis, or CV~IJ 

and the iilternst.ions I)etwecn the messages ca.u be tom- inapproprin.te 11se of cryptosystcnls (as in [VI<]). Furtllcr- 

plc,s. I&)rcovcr, protocol designers often iiiisuiitletstnii~l more, while we allow for t,lie possibility of hostile iiit~rliclcrs, 

t.lle arxilable teclliiiques, col>ying features from esistiilg there is 110 at tempt to deaJ wi tli tile a.utlimitica tioil of r7.i~ 

lxot.occ.~ls inal)l)lopliately. -4s a result, maiiy of the l)ro- untrustworthy principal, iior to detect weakiiesscs of eil- 
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tocols found ii1 the litera.ture contain retlunda.iicies or se- 

curity flaws. To a.dcl to tl ie cotifusion, protocols use dif- 

fereut cryptosystems (e.g., ‘[DES], [R.SA]) a.ud ca.ter for a 

wide ra.uge of a.pplicakious; it is seldom c1ea.r liow these 

protocols couipa.re iii tlie guaraiitees they offer. 

The goa. of a.utllentication ca,u be stated rather sim- 

ply, thougll informally a.ncl imprec.isely. After autllcxtica- 

tioii, two yrinciyals (peollle, coiuputers, services) slio~ild 

lx etititletl to believe that tliey are comiiuuiica.tiiig with 

ea.cll other, ailcl not witli intruders. Iii t,liis ya.per we defiiie 

a logic of a.~lt,lieiitica.tion to express such beliefs precisely 

snd to captlue the reasoning tlmt lexls to them. These 

a.re examples of questions t1la.t we woi~ltl like t,o lx: able t,o 

a.iiswer wi tli the help of formal iiie tliods: 

Does this Ixotocol work? Ca.11 it be ma.& to 

work? 

Exactly w1la.t does this protocol achieve? 

Does this protocol ueed more assunlptiolls tha.11 

ailotlier one? 

Does this protocol do aalythiug unnecessary? 
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2. The Formalisnl 

Iii this section. n-e cl(5cril)r t.lir sy1h;i.s a.iitl sriimntics 0f 

0111' logic. it S lulVS. illltl tllC t.~~~llSfO~lllil.t.iOll~ Ill~l.t, WC iIl>l)lJ 
to 1nx~tocols hfore tllcir fomial analysis. 

Basic llot,ation 



Simila.rly, for public keys, we poshla te: 

Logical postulates 
P believes t%Q P sees {.Y}lc-t 

P belie& Q said S 

For slmwl secrets, we postulat~e: 

I’ believes Q k’, P sees (LY)Lr) 

P believes Q said S 

That is, if P believes tllat the secret I” is shared 

wit.11 Q n.ntl sees (5),.. , tllen P believes that Q 

olicc mid X. This post&k is sound Ixca.use 

the rules for sees (,given Ixlowv) guarantee that 

(S),.. wn.s not just uttered by P l~iinself. 

l The no7~ce-oeri~cn.tio7t rule expresses he check that 

it. llleSSil,,$e is ITCCllt, EUlct IlellW tallilt the sender stiIl 

1,elieves iii it: 

17 believes fresh(X), P believes Q said S 

P believes Q believes X 

That is, if P Ideves tht X coultl hve hell ut t,erecl 

0lllJ~ IWxllt~ly (ill the ~)rmxmt ) R.ll<l that Q oiicc sid 

.Y (eitlier in the past or iii the lxesmt), thn P lx- 

lievcs tlmt Q L&eves S. For the sa.1~ of simplicity, 

X must lx “clea.rtext ,” that is, it sliould llot include 

ally sl1l~foL.llllllil. of the fom { 1’) h’. 

l The juTidi~ti07~~ rule skates that if P lxlieves that Q 

lms jurisc1ic.tic.m over S tlleu I’ trusts Q on the hut11 

of A-: 
P believes Q controls ;lr, 

P believes Q believes S 
P believes ,‘I’ 

0 If a. lwincipl sees a. formula. then lie dso sees its coin- 

1)tnlruts, 1m)vidwI lie l~iiows the iiccesmry lays: 

P sees (5, Y) 

P sees ,Y 

P sees (S),.. 

P sees ,I- 

P believes Q&P , P sees {S) I\. 

P sees .X 

P believes &P P sees {-YJ 1, 

P se& S P believes Q said ,Y 



P believes L() . P sees {S}Ii-t 

P sees S 

Re~*;lll tllat {-Y} I< stnntls for 21. fc)rllltila of t,l.le f(.)Ynl 

{S) 1; fr.om R. As a sitlc concli tion, it, is recpkxl tht 

R # P. that is. {S} 1; is not. from F hinlsclf. A simi1a.r 

ccxit1itic.m alqdies to {S} I;- L . 

Th fourt li rule is j~st.ifietl l,>- t.licx inildicit il.ssl.uiil)t,ic-)ii 

th t. if P hclic\-(3 that. I< is liis pul~lic lq, then P 

kiic )n-s t lit cc.mq~oiitling sccrct. key, I<- ’ . 

Xotc that. if P sees ,Y niitl P sees Z- it, dots mt fd- 

10~ that P sees (S. I-). siricc this incm1s that8 ,Y ant1 

I- weye uttered a-t the sxiic thic. 

where Q’ controls S’ is the u5sult, of iiista.nt.ia.tiiig the 

mriables I$ , . . . , I/,, in Q controls X siinulta.iicously. Our 

foriiinl Iiinaiil)l~la.tion of qimMkrs is tlins quite stxaiglit- 

forwa.rd. 

Idealized protocols 

In the li tcmture, a.utlienticat,ion protocols a.re tleschxl by 

listiiig t21icir lllcssa.gc~s; ewll lllCSSi~.~C~ is typically wri ttcn in 

the for111 

P --$ Q : ?rLe,PP(Lye 

If 011(’ l)i11‘t Of il fO~lllllli~ is fldl, thll tplW rwtirc for- 

111ula 11111st also lx? flWl1: 

P believes fresh( ..Y) 

P believes fresh( -Y, I‘) 

This denotes that the princilml P sends me.qdaye to the 

lnincild Q. The ~~~sn.ge is presented in il.11 informal no- 

tation dcsignetl to suggest the bit-string t1ia.t a. concrete 

ilnplemcntn,tiou would use. This present&ion is often am- 

.-I believes VIC.( S controls A LB) A --+ B : {A ‘tiB},,-,, 

Fc )I’ conq~lcs tlclcgatkm st.ahucnt.s, it is generdly nec- 

css;rq- to lrritc qmiitificrs esplicit,ly iii orth to ;moid mu- 

IGgllitic>s. For rsan~l~l~. the leath can verify t11a.t the two 

fol.llllllas 

.-I believes VA-.( S controls D controls .;I k;B) 

.4 believes S controls VI<.( B controls A P;B) 

The icledizcd protocols of the exa.nqdcs given l.~clow 

do not include chrtext message lmrts; idedizecl niessa.ges 

NY of tile f0lIll {-Yl} I<,, . . . , {eYyl,}li,, . WC have oinittctl 

clmrkxt~ (.oiiiiiiiliii(:il,t,i( m siiiiply lm:imse it cmi hf.? forged, 

uicl so its coiitrilmtioii to an i~,ut,liaitic;atioii protocol is 

tiiostly one of providing hints a.5 to what nligllt lx plncetl 

in eucryp kc1 i~ssa,gm~ 

We view tlic itlealizcd protocols as clearer n.iid iuore 

coiiiplete slm+ications tlmi the htli tied tlcscript,ions 

found iii the litClXtUlV, which we view lnerely as inipleinen- 

ti~.tio~l-d~~l~f~~~d~l~t~ encodings of the 1)rotocols. Therefore, 

we rccc~iii~iieiicl tlic use of the ihlizecl forms when gener- 

atiug mtl descril~ing ludxcols. Though not entidy trivial, 

tlcriviiig a. 1)ra.c t,ica.l c~iicoding from an itlcdizccl protocol is 

P believes W 1, . . 1 ;, .( C) controls S ) far less the cc.msmiiiiig R.lld fwx)r laf.ule tllm 1uitlersta.iid- 

P believes C)’ cout.rols .Y’ iiig t.llP liiwiiiilg Of il. 1)il.l.t.iClllil.l. infornid (mco(ling. 
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Thrc is m.m for clehtc Rbouts what, slu.~~ld he the 

go& of n.utliciitica.tion protocols t1in.t these conclusions 

clcscrilxz. Oftcil autlmiticatioii is a. precursor to soiw Coin- 

niuiiic;~.tioii lm.~t,eCterl by a. Sllil.lTtl session key, so,we iniglit 

hire miiclusioiis tht describe th sit~mkio11 at, the stid 

of sucll a. comnlmlica.tiol1. Thus, we n~ight dcern tllak au- 

tJienticmtion is cxxnplete between A mtl D if there is a I< 

sud1 t 11a.t : 

A believes A &I3 

B believes A c1;B 

Seine prdocols idiieve more thii this, for ezxample: 

il believes 13 believes A&B 

B believes A believes Afi;B 

0 tlier protocols a.t, bin only weaker fiiin.1 stat.c‘s, such a.s 

A believes B believes X, for scmc 5, which reflects 

only tht A believes that B lms receiit,ly sent, incssa~ges. 

Soiiie pd~lic-key protocols are not intended to result 

iii the esdia.iige of c2 s1ia.rt-d key, hut instead transfer some 

other piece of chta. In these cmes, the required gods are 

geiierdly chvious from the contest. 

Iii the fdlowiiig sectkms, we cxa.iiiiiie i% inmilxr of pro- 

t~ocols rt.11~1 tletcrniine th ua.hre of the gmrant~ees t,hey 

offer. 

4. The Kerberos Protocol 

Tllc Iied~~x protocol estddislles a. slm~~d key l)etween 

two phcipls wi tdi licll~ from mi au tImitica.t.icm serve1 

([MNSS]). It, is lmsed 011 the slmd-key Nccclha.m-Scllroerler 

protocol ([NS]), 1 x1 I t m&s use of tiimzknnips a.s imnces, 

lxdh t6c.) ~mn~e securitVy prohlen~~ ([DS], [BBF] ) mcl t,o 

reclrlce the tota. iituiilxx of iilc-ssages rc+retl. Iie~l.~c~ros 

was dcvchlml as part of Project Atha. a.t MIT ant1 is 

also used clsewl1ere. 

WC give the prdocol l~low, with A nnd B as t,lle two 

plklc’ipidS, I<,, ad I<bs a.8 tlk privak keys, a.iicl S a.s klic 

suthciit,ica.t,ioii server. S and A gcnerake the tim&a.nq~s 

T, iuicl T,,, respectively, aaid S genern.tcs the lifetiine L, 
The fc.nut.ll message is met1 ody if ~mtual ~lutllentica.tio~~ 

is mcpimtl. 

Messa.ge 1 A--f S: A, 13 

Ahsage 2 S -+ A: {T,, L, A-,,A,, 13, 

uk L, I~trb, A)li*Jri., 

h~Icssa.go 3 A ---t B: {rg, L, ICnr,r -4) l\‘b., {A rt}I‘.nb 
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AI(wl~c 4 B + .-I: {I?,, + 1) I\‘,* 

This l~lcssage scquencc is rqmselltxd in the tliagraln 

1,elc )\V, 

Tllc itlcalizctl n~~ssagcs cc.~rrcs~~~.m~l qui t(c: closcl!y tm the 

lll~+;lg~s tlcscrilml in t.lw l)ul~lisllctl ~xx~t~c.mL For siluplic- 

it!-. tlw lifctiiiie L has lwcii ro~~il~iii~d wit.11 t,lle tilllC3tilllll~ 

rC. n.llicll is tlci>t(‘tl ,jllst lil<~ iI IIO~~CV. Tll~ first, lll(~ssi>g~~ is 

oiiiit tc~l. siilw it (low not coiitril)iitc~ t,o t,lic> logic31 1wo1m- 

tiox of tlkc‘ lnx)tocol. 

A fur tlicr difkrciicc cm be seen iii tNlic iclcdizecl forin 

of 1l1cm;l.g~~ 2. Tile cmcretc ~xoto~o1 nwllt.i( ms he key I<, l,, 

which iii this secp~llce 1lilR been rephcetl by the st~atrnle1lt 

kht .4 mcl B cnn ~IWZ If06 to comnnmica.te. This inkrpre- 

tation of tlie inessnges is possible only bemuse we know 

how t,llc iiiforimtion iii the lllf?SSi\~$fY3 sll0dcl be ulltleldood. 

Moreover, the itlea.lizetl forms of tJle il,lI t~ll~lltiCi~.h)f and of 

iiiessage 4 contain the esplicit stn.tcineid that ICC,/, is a, goocl 

session key, while this statement is only implicit iii the use 

of IcOb in the coimde protocd. Iii fwt, we codd soudy 

a.tltl B believes A believes A ‘h” B to message 4; we do 

iiot do so siiiiply lxcause tllc coimq~eiices of this a.ddit.ion 

seem c.)f lit, tle inqxxtance for the xubsequeilt use of the 
scssioii lacy. 

There is solnr potcntia.l for confusion between the sec- 

ond ldf of die third mcsmge aid t,lic hst iiicssn.ge. In the 

itlca.lixctl lxohcol, we avoid this coiifusioii by mentiming 

the origiiiatws rxplicitly. Iii t,lic coiicret,e protocol, either 

the iiieiitioii of A iii the t,liirtl iiiessagc 01’ t,lle il.tltlit~ioil iii the 

fourt~li suffice t,o clistiiiguisli tlic t,wc.)---Kerlxros is sliglitJy 

rediuitlna t iii this rcspec t . 

At. this l)oild, we cm chc-1~ that the icledizetl protocol 

correspoiicls to the concrete one ant1 tlmt the gnidcliix3 for 

constructing iddizecl protocols xc: mq.m3d. 

The protocol analyzed 

A believes 4 ‘LYS L 

B believes D ‘k S 

S believes A ‘hS 

S believes B ‘bS 

5 believes 4 ‘tin L 

A believes (S controls A &B) 

B believes (S controls d44%B) 

A believes fresh(T,) 

B believes fresh(T,) 

B believes fresh(T,) 

The first group of four is about slmrecl keys between the 

clichs and the server. The fifth inclides tld the server 

iiiitinlly 1illOWS a. 1iCy for coniiliuliica.tic.~ii lxhveeii A ad L3, 

Tllc m.d gl~~l) of two indic;hs the trust tht A a.nd B 

llnve ill the server tc.1 generate a good encryption key. The 

fill;\.1 the amunptions show tht A ant1 B believe tlmt 

tilllC~Stil.llll~s gf?llf?Lil.tNl c?lS~WllCTtT il.lY? flY?Sll; this iiiclicaks 

t.liat, t,lic ~m~t~ocol relies liewily on t,lie llse of syiiclironizecl 

ClOCliS. 
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\\C ai1al~7,c t,lic ithlixetl version of Iicdxros l.)y apply- 
illg 0111’ r\dcs t (.) tllc assunipt~icms; t,lle ~UlidJLSiS is St~l++lt~fW- 

n-irlvl. In tllc iiitm5t.s of l.um-i t.y? we give 1lliIllJ’ Of t,lle for- 

lllill tld iIilS ll(‘(‘CBSi\l’~ for 0111’ lllil.CllillC-il.SSi.cit,ed plXK)f 0111~ 

for lllc’r;s:lgc 2. mtl W-C omit. shilnr &tails la.t.cr on. The 

iiiaiii stq)S Of tllC lX00f ill’P X3 fO11OWs. 

-4 Icceives iiiessage 2. Tllc i\llll()t>>t.i<)ll rlh yield that 

-4 sees {If,. (.-I ‘tin,. {Ts. .4 ‘tiB},,-,*} ,<,, 

lioltls aftcr.n.nrcls. Since we lin.~c die lq-pothsis 

-4 believes -4 ‘L’S 

=I believes S said (T,. (.4 ‘tin)? {T3, ,4 ‘tin),;,, ) 

011~ of 011r rrdas bo heali coiij~uichiis (0iiiit.t.d llerca) tlml 

plxKlnCc’s 

-4 believes S said (T8. (A ‘&II)) 

~Ioreovcr. wc linl-c the liypdiesis 

-4 believes fresh( Ts) 

The ii(.nic~-vmifica ticm ride npl)lic5, mid yidds 

-4 believes S believes (T,,.4 ‘tiD) 

=\gi\ill. Kc lxcak a cc-)ii,juiict.ic.)ii. kc.1 c.)bt,a.iii 

-4 believes S believes .-I ‘h”B 

Tlm1. WP instal1tiat.c: I< t.o I<,,(, in t.llr llypot.lmis 

-4 believes S controls =I hB 

tlcriviilg the iumc coiiux:t,e 

-4 believes S controls =I ‘tiB 

Finally. th jluist1ict.ic.m rule alq)lics, a.~1 yicltls 

.4 llelieves -4 ‘tiB 

Tlh c~m~l~~tlrs tlic ;Iiialysis of iiiwsagc 3. 

-4 ~):~wcs the ticld 011 to B. t,c.)gct.ll(:r with iI.ll(.)t,llel 

lll(~s.~il~(‘ containing :I tiul(dnllll). Illithlly, B cilll tlecryl)t, 

oiil~~ t h t icht : 

B believes .-I ‘kB 

Logidly, this result. is c.hta.inecl iii tlic: mnic: way as tht for 

illessa.ge 2, via. the lllesSa.ge-lll~i~.llillg, iic.)iice-T,elificatioIi, 

mid juristlic.t,ioii postda.tes. 

Ihowlcdge of t,he new key allows B to decrypt, tllc 

rest of lllcssil.g(: 3. Th011g1l tllc lllessn.ge-lllci~.ning a.lld tSh 

nolice-\re~ifi~a.tion post,ula.tes, we tlrcluce: 

B believes A believes A ‘bB 

The fourt,ll uessa.ge sinq~ly R.SSIII’~S A that. 13 believes 

in the key a11d 1~s received A’s hst message. After new ap- 

plicat~ic-ms of the message-moaning natl nc.)Iice-verifica,t.ir,n 

post,ula.t.es to die fourth message, the filld result is: 

A believes il ‘&L3 

B believes A ‘9B 
A believes I3 believes A ‘&B 
B believes A believes A ‘&B 

If 011ly tl1e first tl uec iiiessagcs are used, we do not . . 

01, t&i 

A believes 13 believes A ‘&II 

That, is, the thee-nlesmge protocol does not, convince A 

of B’S existence--A O~XCWCS tile S~,UK lllcssi\gcs wllethl 

B is r1uiiiiiig or not . 

Wide he result, resemldes tht for the Neccllln.111- 

Sclnoeder protmd ([BAN2]), a. iilajor iissuiiiptic-ni in the 

Iierlmus protocol is that, the ~nkicilds clocks are syii- 

chonizecl with the scrvcr’s clocl~. The efl’ech of tddly syn- 

cliroiiizctl clocks ciui l.)e chta.iiietl l)y syiicliroiii7hg clocks 

to wit,liiii a. few niiiiutes with a. secure tiiiie server ~iicl 

then &+ecting rqhys witlh this interval. However, ax- 

tLliI.1 iml)leiiieiitn.t.ioiis do 110t il.lWil~7S iliclude t.liis cllcck ad 

so provide only weaker glmrn.iitbees. 

A slight (but l)otentia.lly cspensive) peculiarit~y is tlmt 

S doul~lc-en~lyl)ts the ticket in the second iiiessa,ge. Lool~- 

iiig back tlirmgl~ the foriiial andysis, we see tlint this does 

iiot dfh tlic: lmqm&s of tlic lmhxol, since A fonva.rtls 

kllc t)ic-lirt to B immcdia.tely aftcrwads wit,llol~t, fnrt~hcr 

c!iicr~l)t,icm. It has recent1 r 1 or’ J IC ( 11 pr0p0stJ t11a.t fdurc \‘C1‘- 

sions of IG~lmws roiiiove t,llis iuiiicccssary tlolilh eiicryp- 

hii. 



5. The Andrew Secure RPC Hal~clsl~nl<e The protocol analyzed 

blrssngr 1 .-I --+ B: -4. {A-J,;,,, 

lhmgc 2 B + -4: {JY,, + 1, N’,),\.“h 

~Irssagr 3 .-I -+ 13: {A-,, + l},\.nh 

hIr!+agc~ 4 B 4 .-I: {Ii:,,,. x;},\.,h 

First , we wvri t,e the assump tious: 

A believes A ‘h”B 

B believes A ‘&B 

A believes (B controls A kB) 

13 believes A ‘Ah B 

A believes fresh( IV,) 

II believes fresh(Nb) 

B believes fresll(Ni) 

Tllc first group c.)f two htlicates t,lln.t A ant1 B initially 

sll;~.rc a key. The next, two slmv that B has invent,etl a new 

key n.1~1 that. A tmmts B to invent good keys. Finally, easll 

client, is al )lc tc.) gC?lleri\.tP fresh 11c)llces. 

B believes A ‘Lb B 

A believes B said (A ‘shB, Nb) 

B believes A believes Nl, 

A believes B believes (N,,, r\r,) 

Ullf~.~l.tllllil~t~‘l~r, WC Ci1.11 g0 110 fllrtllel. We cailiio t (.A )taiil 

A believes B believes A ‘sbB lxcausr: the is nothing 

in the fourtli incssoge tlmt A lwlieves to lx fresh. We must. 

C~llClUtlt tl1a.t tllf? l>~Ot~OCOl SllffClX fi.Olll tllc TVCdillCYjS tllat 

a.11 int,rlxler cn.11 rcp1a.y ill1 oltl lllessage a7.s die last iliessa.ge 

iii tllc protocol, a.1~1 convince A to USC an old, possildy 

coiiqnuiiised sessim IiCy. In other words, an inhder iiiay 

filld iI11 Oltl sessioii key, :%.lld 1lC illil)’ lYJl>l;\~y tile foUlt,ll riles-- 

Sag Of t,lW llillltlSlldit iii wliicll that key Was cstn.lAsl~etl; 

he cilll tlwn illlpwsc-ma.tc? B. The 1)~0l>lelll (‘il.11 1,~ fi~~tl 

simply by i~cltling tlic iioiicc iV,, to t,lie lx t nicssa.gc, a.1~1 

intlwtl il. tlPSC~~~ltlil.llt~ Of tlW AlltllT?W file SJ%tc?lll llas n.tlol)tc~(l 

this solutioli. 

Iii fi1.c t, niore sulxtantia.1 cllanges to tlic pr0tocc.d cn.11 

also reduce tlic total aaic.mit~ of encrypthi ncedecl. 0111~ 

txo 111cssagcs IMd Ix? ellcryptd, 011e flml A a11tl Ollt? fl-0111 

13. First, B ~~11th :I, lccy I<,!,b (&~qg with i>, 11011~ N, ), 

A -+ B: {A ‘iihB},;lh 
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-4 believes .-I ‘A’B . .I 
B believes -4 ‘h”B 

-4 believes B believes .-I %“B 

B believes -4 believes a 4 ‘shB 

6. The Neeclhaln-Schroeder Public-Key Protocol 



The protocol aualyzecl 

First me sta tr the assunml hi t,ial ldic->fs of t,lle lhycrs: 

-4 believes 2 4 

B believes 2b 

-4 believes I%S 

B believes SS 

S believes b-4 

S believes C1;4B 

S believes tiS 

-4 believes (S colitrols LB) 

B believes (S colltxols A.-l) 

-4 believes freSll( Arc, ) 

B believes fresh( A’/,) 

-4 believes -4 2-n 

B believes -4 
SB 

-4 believes fresh( aB) 

B believes fresh( b-4) 

.-I believes bB 
B believes s-4 

.4 believes B believes .42B 
B believes -4 believes -4 %B 

11. The CCITT X.509 Protocol 

A draft reconnnendc?.tio11l~.ti~ll for the CCITT X.500 st a.ntla.rd 

contains a. set of three lndmcols using lxtween one and 

three lllc~ssa.ges ( [Cl). (It is our ululelstnaitliiig t1m.t his 1ia.s 

lmv lmxm~e m dic~id r~.conllnentla.tic.,n of t,he C!C!ITT. ) 

Tllc protocols arc intentled for signed, secure communi- 

cation lxztweeii two princigmls, n.ssuming tlmt each lmows 

the lniblic. key of the other. The bhree-message version 

is given below. The two-message il.lld one-l~essa.ge prot,o- 

cols arc forinetl by removing the last oiic or two iuesmges 

resp~ctivcly. 

The ~~ul~lislletl protocol ctmt;t.im two wea.kl~~;ses, ei- 

ther of which mu lx exploit.etl by mi inbrutlcr, a.s we slmll 

<klllC~llStlYI.t~~~ 1JdOw. We fotmcl one of these wea~luiesses 

while iclcdizing the protocol and the other thriiig the sub- 

seqiimt ZUlilly SiS. 

10 



The prot,ocol analyzed 

-4 believes S-4 

B believes 9B 
-4 believes %B 

B believes b-4 

.4 believes fresh( iY, ) 

B believes fresll( A-l,) 

-4 believes fresh( T/, ) 

B believes fresll( T, ) 

-4 believes B believes -X-l, 

4 believes .-l believes S, 

This relm~smts a11 out come n-eakcr t,lla.n t.1~ a.ut1lc.m de- 

silctl: KC tlo llot c.)l>t.ain B believes d believes 15 or 

.-I believes B believes lj,. Alt~hougll T;, mtl Fj, have 

earl1 Ix-m f I’illlSfCI~Cd in a. siguccl message, tllcre is 110 

ovitlciicr to slqg;est t.lla t. t,lle scntler is a.ct,ldly aware of . - 
the data that 1~ sent. in t.1~ 1)riva.k part, of t,lic nuzsa.gc. 

This corrml~o~ls to a scenaric.~ w11ele so11~ third Imrt) 

intc>rcq)t s n inessage alit1 ~iiiovcs t.lie esistiiig signature 

\vhilc atltliilg liis owii, lhi~tll~- uq)yiiig t lie encrgl)t8etl sfc- 

ticm \vitllill tllo signctl lllessilgc. Th silnpht fis is t,o sign 

th soc’rrt data 1, aid Ii, hcfore it is rncryl~t,etl for privacy. 

Some\ rccid~~ncy is noticc~alh2 ill t.h secoid mmage; 

cGt1iu T/, or -\*a is sufficiciit. bo ms1Irc t.lie tiincliiims of the 

IllWi~lgC?. Tllc l)rc)to<~>l tlescril,ticm staks t,Ilil.t t,llc c-lm-i&g 

of Tt, is cq)tiolial in tlie t,liree-iiiesmge ~ersioii of t,lie l)rot~o- 

col. 111 fact. it is l)erfectly 1.CASOll~~l>l(? t.0 oiiiit Tl, ~lhgetllf?~, 

si1ic.r it is r~tluiitla.iib ill htli t,llrl t,wo ;Illtl bee-messa.ge 

plY~tcKols. 

~~llf(,l.tltlli\tCl!., t.1~ C’C’ITT X.509 (loc\u(mt dsu slig- 

gcsts t lia t T,, ilretl not 1.1~ clicckctl iii t,lle t,lircc-imssnge 

~u0touJ. This is n serkms pmlhml hcnlisr tllc cldiing 

of T,, is the OII~J- lnccllnnism tlla t. cshldishrs t,llc t~imcliness 

c)f tll(:a first mcssagc. Logicnll~-. if T, is Ilot cllc~ckctl, WC cm;- 

110t l)(‘VfOrlll llOllC( vc~rificnt ioll 011 t 11c.l first. IllC’SSil~C’, nlltl W(? 

ol)t;till ode- the \~(~i\l<(~~ ol~tcom(~ B believes .-I said S,, 

illstc-;l(l of B believes .-I believes S,. 

This tIifficult,y c~xl)la.ills the illtent,iou of t,lle thi~tl mm- 

sn.ge, which is to asswe B that A generated his first ines- 
sage recently. The authors seem to hve hoped tht the use 

of NI, woldtl suflks to link tllc! bliird message t#o the first, 

siim: Nl, liuks t,llc last two nlcssagcs a.ntl N, links the first 

t,wo nlmsnges. Tllc error hc is tht N,, ;hl~e does not link 

t11e last two 11lcss:~.ge8, and this may dlow an intruder C to 

replay one of A’s ok1 iuessa~ges, aid tllereafter inipersonate 

A. 

The following concrete csclm~ge illustrates the flaw. 

Tll~ intruder first contacts 1-3: 

This is a.11 old mcssa.ge origidly sent hy A. Relncnher 

that B is uot presmuetl to check the t.imcst,amp Z’, in the 

tlirec-iiiesmge protocol, id so will not discover the replay 

of A’S wigid lllC!SSit.ge. B replies m though the ~nessage 

calne froni .A, alit1 l)rovicles a. new lu’uice, Ng. 

B + C: B, 1% NI,, A Nt,, -y/l, {l~i,)ri.),-,I 

At, this l~oint C W.IIWS A to initia.t,e il.llt,llcllticit.t,ic)l~ with 

C’, by w11a.tcvcr 111eu1s. 

C replies to A, providing the nonce Nr,. (The nonce Nr, is 

not secret, ancl nothing prevents C from using the mine 

due in a.11 iiishice of the protocol between A and C.) 

c ---) A: c, {K, N6, A, NA., x, {Wf&;1 

A replies to C, signing the esact message needed for C to 

convince B tlE1.t the first2 message was sent. recently Ly A, 

mtl is not a. ~phy of an old nlessage-hence, this may 

dlow C to iiiiprrsomtc A. 

Out solution is t,o include B’s nmm in the hst mm- 

sage. Since B guarantees the uniqueness of his own nonces, 

he cm l>c sure that this mcsmge is liidced to t,liis instance 

of the protocol. The idealized vemion of nmmge 3 could 

thil include my hliefs trmwni t, ted in imsso.ge 1, assuring 

B of their timchess. 

The X.509 ~)IY~~OCO~ ~t~dly ltses hdhg to reduce 

the n.inomit of encryption: in m&r to sign a. nicssage m, 

it. ll;lSll H(‘I,f ) Of ‘tt) is coiiiptotl id siguctl. This 1~s 

not ~MXW S~~OWI~ in the description ijl><>ve. The logic and 

the adysis of this particular lmh3col are cllailged only 

sliglltjly 1~~ lllc int,~otlllc~t~ioll of llanhi~~g ([BANZ]). 
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14. Conclusions the type of crylhx3ystein used, slmred-key or public- 

lC?Y, 

wllether scads (other than keys) are used, mid 

wlietlier nmsqge theliiiess is guaranteed with uonces 

or synclirmizetl clocks. 

Iii a~clclition, we iidutle aspects that our forninlism lirl~~~xl 

bring to liglit : 

w11et11cr t11c protocol proves t11e prese11c.c of ea.c.11 party 

to tl1c other, 

redullclancy, Nld 

security pr01hms. 

The ~x;~nplcs show how a shplc logic cm ca.pture 

subtle differences between lm.d,ocola. For it va.riety of pro- 

tocols, it eid~les us to exlibit step by step how beliefs 

are hilt up ho the lnht of mutun.1 ntltlient,ic.a.tion. For 

othx protocols, it guicles us in identifying lllistdies aucZ 

suggesting corrections. 
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